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QUESTIONS PRESENTED

While individuals do not lose Fourth Amendment
rights merely because they work for the government,
some expectations of privacy held by government
employees may be unreasonable due to the
“operational realities of the workplace.” O'Connor v.
Ortega, 480 U.S. 709, 717 (1987) (plurality). Even if
there exists a reasonable expectation of privacy, a
warrantless search by a government employer — for
non-investigatory work-related purposes or for
investigations of work-related misconduct - is
permissible if reasonable under the circumstances.
Id. at 725-26 (plurality). The questions presented are:

1. Whether a SWAT team member has a
reasonable expectation of privacy in text messages
transmitted on his SWAT pager, where the police
department has an official no-privacy policy but a
non-policymaking lieutenant announced an informal
policy of allowing some personal use of the pagers.

2. Whether the Ninth Circuit contravened this
Court’s Fourth Amendment precedents and created
a circuit conflict by analyzing whether the police
department could have used “less intrusive methods”
of reviewing text messages transmitted by a SWAT
team member on his SWAT pager.

3. Whether individuals who send text messages
to a SWAT team member's SWAT pager have a
reasonable expectation that their messages will be
free from review by the recipient's government
employer.
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Petitioners City of Ontario, Ontario Police
Department, and Lloyd Scharf (collectively, Ontario
defendants) respectfully petition for a writ of
certiorari to review the judgment of the United States
Court of Appeals for the Ninth Circuit.

'y
v

OPINIONS BELOW

The Ninth Circuit's opinion is reported at 529
F.3d 892 (9th Cir. 2008). App., infra, 1-40. Its order
denying rehearing and rehearing en banc, including a
one-judge concurring opinion and a seven-judge
dissenting opinion, is reported at 554 F.3d 769 (9th
Cir. 2009). App., infra, 124-150. The opinion of the
United States District Court for the Central District
of California is reported at 445 F. Supp. 2d 1116 (C.D.
Cal. 2006). App., infra, 41-116.

¢

JURISDICTION

The Ninth Circuit issued its decision on June 18,
2008. App., infra, 1. Petitioners timely filed a petition
for rehearing and rehearing en banc, which was
denied on January 27, 2009, with one judge
concurring in and seven judges dissenting from the
denial of rehearing en banc. App., infra, 124-125, 136.
This Court has jurisdiction under 28 U.S.C. section
1254(1).
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CONSTITUTIONAL AND STATUTORY
PROVISIONS INVOLVED

The Fourth Amendment to the United States
Constitution provides:

The right of the people to be secure in their
persons, houses, papers, and effects, against
unreasonable searches and seizures, shall
not be violated, and no Warrants shall issue,
but upon probable cause, supported by Oath
or affirmation, and particularly describing
the placed to be searched, and the persons or
things to be seized. U.S. Const. amend. IV.

Section 1983 of Title 42 of the United States Code
provides:

Every person who, under color of any statute,
ordinance, regulation, custom, or usage, of
any State or Territory or the District of
Columbia, subjects, or causes to be subjected,
any citizen of the United States or other
person within the jurisdiction thereof to the
deprivation of any rights, privileges, or
iImmunities secured by the Constitution and
laws, shall be liable to the party injured in
an action at law, suit in equity, or other
proper proceeding for redress, except that in
any action brought against a judicial officer
for an act or omission taken in such officer’s
judicial capacity, injunctive relief shall not be
granted unless a declaratory decree was
violated or declaratory relief was un-
available. For the purposes of this section,
any Act of Congress applicable exclusively to
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the District of Columbia shall be considered
to be a statute of the District of Columbia. 42
U.S.C. § 1983.

L 4

STATEMENT OF THE CASE

1. Ontario Police Department SWAT team
Sergeant Jeff Quon used his Department-issued text-
messaging pager to exchange hundreds of personal
messages — many sexually explicit — with, among
others, his wife (Jerilyn Quon), his girlfriend (April
Florio), and a fellow SWAT team sergeant (Steve
Trujillo). He did so notwithstanding the City of
Ontario’s written “Computer Usage, Internet and
E-mail Policy” — which both Sergeants Quon and
Trujillo acknowledged in writing — that permitted
employees only limited personal use of City-owned
computers and associated equipment, including
e-mail systems, and warned them not to expect
privacy in such use. App., infra, 151-157.

The City’'s written policy advised employees,
among other things, that:

e “The use of these tools for personal
benefit is a significant violation of City
of Ontario Policy.” App., infra, 152.

e “The use of any City-owned computer
equipment, ... e-mail services or other
City computer related services for
personal benefit or entertainment is



4

prohibited, with the exception of ‘light
personal communications.”” Id.

The policy explained that “[sJome incidental and
occasional personal use of the e-mail system is
permitted if limited to ‘light’ personal communica-
tions[,]” which “may consist of personal greetings or
personal meeting arrangements.” App., infra, 153.

As for privacy and confidentiality, the policy
informed employees they should expect none:

e “The City of Ontario reserves the right
to monitor and log all network activity
including e-mail and Internet use, with
or without notice. Users should have no
expectation of privacy or confidentiality
when using these resources.” App., infra,
152.

= “Access to the Internet and the e-mail
system is not confidential;. . .. As such,
these systems should not be used for
personal or confidential communica-
tions. Deletion of e-mail or other
electronic information may not fully
delete the information from the system.”
App., infra, 153.

e “[E-mail] messages are also subject to
‘access and disclosure’ in the legal
system and the media.” Id.

The policy additionally stated that “[tlhe use of
inappropriate, derogatory, obscene, suggestive,
defamatory, or harassing language in the e-mail
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system will not be tolerated.” Id. When the
Department obtained text-messaging pagers to
facilitate logistical communications among SWAT
team officers, it informed the officers that the e-mail
policy applied to pager messages. App., infra, 5, 29,
48.

Under the City's contract with its wireless
provider — Arch Wireless Operating Company, Inc. —
each pager had a monthly character limit, above
which the City had to pay extra. App., infra, 6, 45.
The officer in charge of administration of the pagers —
Lieutenant Steve Duke - had an informal
arrangement whereby he would not audit pagers that
had exceeded the monthly character limit if the
officers agreed to pay for any overages. App., infra,
6-8, 29-30. Certain officers, including Sergeant Quon,
repeatedly exceeded the character limit. See App.,
infra, 8, 50-51. In response to Lieutenant Duke’s
report that he was tired of being a bill collector, the
Chief of Police ordered a review of the pager
transcripts for the two officers with the highest
overages — one of whom was Sergeant Quon — to
determine whether the City’s monthly character limit
was insufficient to cover business-related messages.
App., infra, 8, 51. The Department then obtained the
pager transcripts for the two officers from Arch
Wireless. App., infra, 8-9.

After initial Department review, the matter was
referred to internal affairs to determine whether
Sergeant Quon was wasting time attending to
personal issues while on duty. App., infra, 9. Sergeant
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Patrick McMahon, of internal affairs, with the help of
Sergeant Debbie Glenn, redacted the transcripts to
eliminate messages that did not occur on duty. App.,
infra, 9, 56; see also Supplemental Excerpts of Record
("*SER”) 251. During the month under review,
Sergeant Quon sent and received 456 personal
messages while on duty — on average per shift, 28
messages, only 3 of which were business related. SER
254; see also App., infra, 54-55. “Some of these
messages were directed to or from his wife, [plaintiff]
Jerilyn Quon,” who was a former Department
employee, “while others were directed to and from his
mistress, [plaintiff April] Florio,” who was a police
dispatcher. App., infra, 54-55; see also SER 303, 307.
Many of their text messages were not “light personal
communications,” as defined in the policy, but rather
were, in the district court’s words, “to say the least,
sexually explicit in nature.” App., infra, 54; see also
SER 532, 539, 546.

2. Sergeant Quon and his text-messaging
partners sued the Chief of Police, the City, the
Department, and others, alleging Fourth Amendment
violations under 42 U.S.C. section 1983. See App.,
infra, 58." On cross-motions for summary judgment,
the district court first held that Sergeant Quon had a
reasonable expectation of privacy in his pager

' Plaintiffs made other claims and sued other defendants,
including a separately represented police sergeant — Debbie
Glenn — and Arch Wireless. See App., infra, 58. For brevity’s
sake, we do not discuss those claims.
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transcripts as a matter of law under the “operational
realities of the workplace” standard from O’Connor v.
Ortega, 480 U.S. 709, 717 (1987) (plurality). App.,
infra, 88-97. The court based its decision on
Lieutenant Duke’s informal policy that “he would not
audit their pagers so long as they agreed to pay for
any overages.” App., infra, 90 (emphasis in original).

The court next considered whether reviewing the
transcripts was reasonable under the circumstances.
App., infra, 97. It determined there was a genuine
issue of material fact as to “the actual purpose or
objective Chief Scharf sought to achieve.” Id.
(emphasis in original). The court reasoned that the
transcript review was not reasonable if it “was meant
to ferret out misconduct by determining whether the
officers were ‘playing games’ with their pagers or
otherwise ‘wasting a lot of City time conversing with
someone about non-related work issues.”” App., infra,
98. But the court reasoned the transcript review was
reasonable if the purpose was to “determin[e] the
utility or efficacy of the existing monthly character
limits.” App., infra, 99. The court also determined
that the scope of the audit was reasonable for the
purpose of determining the efficacy of the character
limit. App., infra, 103.

Denying summary judgment, the district court
ruled that a jury would decide “which was the
primary purpose of the audit.” Id. The court also
rejected Chief Scharf’s qualified immunity defense,
reasoning that if the jury found that he “order[ed] the
audit, under the guise of seeking to ferret out
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misconduct,” he would not be entitled to qualified
iImmunity. App., infra, 104, 108.

A jury found that Chief Scharf’'s purpose in
ordering review of the transcripts was to determine
the character limit's efficacy. App., infra, 119. As a
result, the district court ruled that there was no
Fourth Amendment violation, and judgment was
entered in favor of defendants. App., infra, 119-120.

3. Plaintiffs appealed. On appeal, Ontario
defendants argued that they should have been
granted summary judgment in their favor because, as
a matter of law, plaintiffs had no reasonable
expectation of privacy and the search was reasonable
under either purpose submitted to the jury.

The Ninth Circuit reversed, in an opinion
authored by Judge Wardlaw and joined by Judge
Pregerson and District Judge Leighton (sitting by
designation). The panel ruled that plaintiffs were
entitled to summary judgment in their favor against
the City and the Department. App., infra, 40.
Applying the O’Connor plurality’s “operational
realities of the workplace” standard, 480 U.S. at 717,
the panel concluded Sergeant Quon had a reasonable
expectation of privacy because of Lieutenant Duke’s
informal policy of allowing officers to pay for
overages. App., infra, 29.

The panel also held that the other three plaintiffs
had a reasonable expectation of privacy in messages
they had sent to Sergeant Quon’s pager, but not based
on Lieutenant Duke’s bill-paying arrangement. App.,
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infra, 27 n.6. Rather, analogizing text messages to
e-mail messages, regular mail, and telephone commu-
nications, App., infra, 23-28, it concluded that, “[a]s a
matter of law, Trujillo, Florio, and Jerilyn Quon had a
reasonable expectation that the Department would
not review their messages absent consent from either
a sender or recipient of the text messages.” App.,
infra, 28-29.

In evaluating the reasonableness of the search
under the O’'Connor framework, the panel concluded
that given the jury’s special verdict that the purpose
of the search was administrative — to determine the
character limit's efficacy — the search was reasonable
at its inception to ensure that officers were not being
required to pay for work-related expenses. App.,
infra, 33-34. Nevertheless, relying on Schowengerdt v.
General Dynamics Corp., 823 F.2d 1328, 1336 (9th
Cir. 1987), the panel reasoned that if “less intrusive
methods” were feasible, then the search was un-
reasonable. App., infra, 35. The panel hypothesized
that there were “a host of simple ways” the
Department could have conducted its administrative
investigation without intruding on plaintiffs’ Fourth
Amendment rights. Id. The panel therefore concluded
that the search violated the Fourth Amendment as a
matter of law. App., infra, 36, 39.

The panel determined, however, that Chief
Scharf was entitled to qualified immunity because
“there was no clearly established law regarding
whether users of text-messages that are archived,
however temporarily, by the service provider have a
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reasonable expectation of privacy in those messages.”
App., infra, 37-38.

4. The City and the Department petitioned for
panel rehearing and rehearing en banc on the
grounds that: (1) the panel’s ruling on a government
employee’s reasonable expectation of privacy in text
messaging on a government-issued pager dramati-
cally undermined the “operational realities of the
workplace” standard of O’Connor, 480 U.S. at 717
(plurality); (2) the panel erroneously extended Fourth
Amendment protection with its sweeping ruling that
individuals who send text messages to a government
employee’s workplace pager — rather than to a
privately owned pager — reasonably expect that their
messages will be free from the employer’s review; and
(3) the panel's reliance on Schowengerdt's “less
intrusive methods” analysis required review to secure
uniformity of the court’'s decisions in light of this
Court’s and other circuits’ authorities “repeatedly”
rejecting the “existence of alternative ‘less intrusive’
means” as a basis for evaluating the reasonableness
of government activity under the Fourth Amendment,
as exemplified in Skinner v. Ry. Labor Executives’
Ass'n, 489 U.S. 602, 629 n.9 (1989) (citations omitted)
(collecting cases).

The United States filed an amicus curiae brief
supporting the petition. App., infra, 158-180. CSAC
Excess Insurance Authority — a California Joint
Powers Authority representing 54 of California’s 58
counties — sought leave to file an amicus curiae brief
supporting the petition.
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Panel rehearing and rehearing en banc were
denied. App., infra, 125. However, Judge Ikuta, joined
by six other judges, dissented from the denial of
rehearing en banc. App., infra, 136-150. The dissent
disagreed with the panel’s conclusion that the search
violated the Fourth Amendment for two main
reasons:

= “First, in ruling that the SWAT team
members had a reasonable expectation
of privacy in the messages sent from and
received on pagers provided to officers
for use during SWAT emergencies, the
panel undermines the  standard
established by the Supreme Court in
O’Connor v. Ortega, 480 U.S. 709 (1987),
to evaluate the legitimacy of non-
investigatory searches in the workplace.”
App., infra, 136-137.

e “Second, the method used by the panel
to determine whether the search was
reasonable conflicts with  binding
Supreme Court precedent, in which the
Court has repeatedly held that the
Fourth Amendment does not require the
government to use the ‘least intrusive
means’ when conducting a ‘special needs’
search. See Bd. of Educ. of Indep. Sch.
Dist. No. 92 of Pottawatomie County v.
Earls, 536 U.S. 822, 837 (2002);
Vernonia Sch. Dist. 47J v. Acton, 515
U.S. 646, 663 (1995); Skinner v. Ry.
Labor Executives’ Ass'n, 489 U.S. 602,
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629 n.9 (1989).” App., infra, 137 (parallel
citations omitted).

Judge Wardlaw filed an opinion concurring in the
denial of rehearing en banc, arguing that the dissent
was mistaken as to the facts and the law. App., infra,
125-136. No other judges joined the concurrence.

&
v

REASONS TO GRANT THE PETITION

The Ninth Circuit panel viewed “[t]he recently
minted standard of electronic communication via e-
mails, text messages, and other means” as “open[ing]
a new frontier in Fourth Amendment jurisprudence
that has been little explored.” App., infra, 23-24. The
panel’s opinion literally “wowed” privacy advocates,’
and it surprised more mainstream media.’ For good

? E.g., Jennifer Granick, New Ninth Circuit Case Protects
Text Message Privacy from Police and Employers, Electronic
Frontier Foundation, June 18, 2008, http://www.eff.org/deep
links/2008/06/new-ninth-circuit-case-protects-text-message-priva
(“[E]ven if your employer pays for your use of third party text or
email services, your boss can't get copies of your messages from
that provider without your permission. Wow.”).

° E.g., Jennifer Ordofiez, They Can't Hide Their Pryin’ Eyes
— An Appeals Court Ruling Makes It More Difficult For
Employers To Sniff Around In  Workers' Electronic
Communications, Newsweek, July 14, 2008, at 22 (“For desk
jockeys everywhere, it has become as routine as a tour of the
office-supply closet: the consent form attesting that you
understand and accept that any e-mails you write, Internet sites
you visit or business you conduct on your employer’s computer
network are subject to inspection.”).
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reason: public and private employers alike typically
have in place policies establishing that employees
should have no expectation of privacy in electronic
communications and other computer usage on
employer-owned equipment. As the United States
explained in its amicus brief in the Ninth Circuit,
these policies are intended to “prevent abuse and
promote the public’'s safety and security.” App., infra,
162-163.

The opinion dissenting from the denial of
rehearing en banc summarized that

[b]y holding that a SWAT team member has
a reasonable expectation of privacy in the
messages sent to and from his SWAT pager,
despite an employer’s express warnings to
the contrary and “operational realities of the
workplace” that suggest otherwise, and by
requiring a government employer to
demonstrate that there are no ... less
intrusive means available to determine
whether its wireless contract was sufficient
to meet its needs, the panel’s decision is
contrary to “the dictates of reason and
common sense” as well as the dictates of the
Supreme Court.

App., infra, 149-150.

The dissenting judges were right. To warrant
Fourth Amendment protection, a government
employee’s expectation of privacy must be one “‘that
society is prepared to consider reasonable’” under the
“operational realities of the workplace.” O'Connor v.
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Ortega, 480 U.S. 709, 715, 717 (1987) (plurality)
(citation omitted). Concluding that a government
employee has a reasonable expectation of privacy in
text messages sent and received on a pager issued by
his employer, the Ninth Circuit panel mistakenly
reasons that the employer’s explicit no-privacy policy
is abrogated by a lower-level supervisor’s informal
arrangement allowing some personal use of the pager,
and discounts entirely the potential disclosure of the
messages under public records laws. As the dissent
notes: “In doing so, the panel improperly hobbles
government employers from managing their
workforces.” App., infra, 137.

And in holding that the scope of the government
employer’s administrative review of transcripts of the
employee’s text messages was unreasonable, the
Ninth Circuit relied on a “less intrusive methods”
analysis that this Court and multiple other circuits
have repeatedly rejected as a basis for evaluating the
reasonableness of government activity under the
Fourth Amendment. E.g., Skinner, 489 U.S. at 629
n.9 (citations omitted). The panel's “less intrusive
methods” approach not only conflicts with this Court’s
and other circuits’ authority, but also, as the dissent
discerns, “makes it exceptionally difficult for public
employers to go about the business of running
government offices.” App., infra, 137.

Making matters worse, the Ninth Circuit extends
Fourth Amendment protection beyond any reasonable
parameters by concluding that even individuals who
knowingly send text messages to a government
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employee’s workplace pager — rather than to a
privately owned pager — reasonably expect that their
messages will be free from the recipient’'s employer’s
review. App., infra, 28. The panel thus further
hobbles employers’ ability to monitor electronic
communications and enforce no-confidentiality
policies.

Below we demonstrate that certiorari should be
granted (a) to restore reasonableness to the O’Connor
“operational realities of the workplace standard” as it
applies to expectations of privacy in electronic
communications in the workplace; (b) to settle once
and for all the split among the circuits on the
applicability of a “less-intrusive means” analysis
under the Fourth Amendment; and (c) to curb the
Ninth Circuit's startling extension of Fourth
Amendment privacy rights to individuals who send
electronic communications to government employees’
government-issued communications devices.

Simply put, the SWAT team sergeant failed to
comport himself as a reasonable officer would have,
and he and the other plaintiffs embarrassed
themselves through their lack of restraint in using a
City-owned pager for personal and highly private
communications. The City of Ontario should not have
to pay for that in this case, nor should other
government employers be hobbled by the Ninth
Circuit’s ruling. Certiorari should be granted.
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I. THE NINTH CIRCUIT OPINION UNDER-
MINES THE “OPERATIONAL REALITIES
OF THE WORKPLACE” STANDARD FOR
MEASURING FOURTH AMENDMENT
PROTECTION IN GOVERNMENT WORK-
PLACES BY ERRONEOUSLY HOLDING
THAT A POLICE LIEUTENANT'S IN-
FORMAL POLICY CREATES A REASON-
ABLE EXPECTATION OF PRIVACY IN
TEXT MESSAGING ON A POLICE
DEPARTMENT PAGER IN THE FACE OF
THE DEPARTMENT'S EXPLICIT NO-
PRIVACY POLICY AND POTENTIAL
DISCLOSURE OF THE MESSAGES AS
PUBLIC RECORDS.

The Department had a written no-privacy policy
for e-mail and computer use, Sergeant Quon signed
an acknowledgment of it, and he attended a meeting
at which it was made clear that the policy fully
applied to the pagers. App., infra, 29, 156; see also
SER 320, 463-64.) “If that were all,” the Ninth Circuit
panel reasoned, the case would be governed by the
rule that employees have no reasonable expectation
of privacy where they have notice of employer policies
permitting searches. App., infra, 29 (citing Muick v.
Glenayre Elecs., 280 F.3d 741, 743 (7th Cir. 2002) and
Bohach v. City of Reno, 932 F. Supp. 1232, 1234-35
(D. Nev. 1996)). To that point, the panel’s reasoning
iIs a straightforward application of O’Connor’s
“operational realities of the workplace” standard, to
which government employers and employees have
become accustomed. See, e.g., Biby v. Bd. of Regents,
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419 F.3d 845, 850-51 (8th Cir. 2005); United States v.
Angevine, 281 F.3d 1130, 1134-35 (10th Cir. 2002);
United States v. Simons, 206 F.3d 392, 398 (4th Cir.
2000).

But the panel concluded that “such was not the
‘operational reality’ at the Department” because
“‘Lieutenant Duke made it clear to the staff, and to
Quon in particular, that he would not audit their
pagers so long as they agreed to pay for any
overages.” App., infra, 30. Here the panel mistakenly
relied on Lieutenant Duke’s informal accommodation
— in the face of the Department’s express policy — as
determinative of whether an expectation of privacy in
the text messages was reasonable.

The district court aptly characterized Lieutenant
Duke’s bill-paying arrangement as his “generous way
of streamlining administration and oversight over the
use of the pagers because, as he reminded [Sergeant]
Quon, he could, ‘if anybody wished to challenge their
overage, ... audit the text transmissions to verify
how many were non-work related.”” App., infra, 50.
Given the official, explicit, Department-wide “no
privacy” policy as to all electronic communications, an
officer could not reasonably interpret Lieutenant
Duke’s informal policy to mean that the Department
would never review messages sent on the
Department’s pagers without first getting the officer’s
additional consent.

As the panel acknowledged, but dismissed as
unimportant, Lieutenant Duke was not a Department
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policymaker. App., infra, 31. Thus, holding the City
and Department liable based on Lieutenant Duke’s
informal policy amounts to an end-run around well-
established principles that only official policies or acts
of official policymakers may give rise to municipal
liability under 42 U.S.C. section 1983. City of St
Louis v. Praprotnik, 485 U.S. 112, 127 (1988); Monell
v. Dep't of Soc. Services, 436 U.S. 658, 694 (1978); see
also Bennett v. City of Eastpointe, 410 F.3d 810, 819
(6th Cir. 2005) (plaintiffs could not base section 1983
claims on memorandum that had been written
by current police chief when he “was simply a
lieutenant, and not a policy-making official”).

The thousands of government offices throughout
the nation have supervisors like Lieutenant Duke
attempting to oversee employees’ use of a seemingly
never-ending stream of new technologies, from
e-mailing to text messaging to instant messaging to
using Twitter. It simply isn't realistic to avoid
informal statements that arguably contradict formal
no-privacy policies. But that squarely raises the issue
of whether it is reasonable under the Fourth
Amendment for government employees to ignore
official, explicit no-privacy policies to the contrary.

Within the operational realities of a police
department, the answer is certainly no. “Given that
the pagers were issued for use in SWAT activities,
which by their nature are highly charged, highly
visible situations, it is unreasonable to expect that
messages sent on pagers provided for communication
among SWAT team members during those
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emergencies would not be subsequently reviewed by
an investigating board, subjected to discovery in
litigation arising from the incidents, or requested by
the media.” App., infra, 142 (lkuta, J., dissenting
from denial of rehearing en banc.). “The public
expects [police] officers to behave with a high level of
propriety, and, unsurprisingly, is outraged when they
do not do so.” Dible v. City of Chandler, 515 F.3d 918,
928 (9th Cir. 2008). A reasonable police officer
understands these operational realities and thus
cannot reasonably expect privacy in text messages on
a Department-issued pager, particularly messages
sent while on duty.

A related operational reality is the public’s
potential access to the pager transcripts under the
California Public Records Act (“CPRA”) (Cal. Gov't
Code § 6250, et seq.). The panel reasoned that the
CPRA would not preclude a reasonable expectation of
privacy — even if the pager messages were public
records — absent evidence that CPRA requests were
sufficiently “‘widespread or frequent.”” App., infra,
32. But that misses the point. As the judges
dissenting from denial of rehearing en banc correctly
discerned, “[glovernment employees in California are
well aware that every government record is
potentially discoverable at the mere request of a
member of the public,c and their reasonable
expectation of privacy in such public records is
accordingly reduced.” App., infra, 142-143.

[

Whether an expectation of privacy was
objectively reasonable must be evaluated under the
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totality of these operational realities, not by ignoring
the City’'s no-privacy policy and by downplaying the
potential for public disclosure. Permitting informal
accommodations for some personal use to trump
government employers’ explicit no-privacy policies
threatens to disembowel the “operational realities”
standard. In its amicus curiae brief in the Ninth
Circuit, the United States warned that the panel’s
error in relying on the informal policy of a non-
policymaker “puts into doubt employee agreements
and privacy policies used across the private sector
and government to assist internal investigators in
identifying possible corruption, threats to security, or
abuse of government resources or authority.” App.,
infra, 172-173.

And, with the panel’s opinion extant, government
employers would be wise to curtail any flexibility in
electronic communications policies in order to
maintain the viability of no-privacy policies. This
Court therefore should take this opportunity to
restore reasonableness and common sense to
O’Connor’s “operational realities of the workplace”
standard.
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IlI. THE NINTH CIRCUIT OPINION CONTRA-
VENES THIS COURT’'S DECISIONS AND
CREATES A SPLIT AMONG THE
CIRCUITS ON WHETHER A “LESS
INTRUSIVE MEANS” ANALYSIS MAY BE
APPLIED TO DETERMINE WHETHER A
SEARCH IS REASONABLE UNDER THE
FOURTH AMENDMENT.

This Court has “repeatedly” rejected the
“existence of alternative ‘less intrusive’ means” as a
basis for evaluating the reasonableness of govern-
ment activity under the Fourth Amendment. Skinner,
489 U.S. at 629 n.9 (collecting cases) (citations
omitted). “It is obvious that the logic of such elaborate
less-restrictive-alternative arguments could raise
insuperable barriers to the exercise of virtually all
search-and-seizure powers ... because judges
engaged in post hoc evaluations of government
conduct can almost always imagine some alternative
means by which the objectives of the government
might have been accomplished.” Id. (internal citations
and quotations omitted).

Until this panel opinion, the circuit courts
uniformly heeded this Court's admonitions. The
opinion dissenting from the denial of rehearing en
banc points out — and the concurring opinion does not
contest — that “[s]even other circuits have followed
the Supreme Court's instruction and explicitly
rejected a less intrusive means inquiry in the Fourth
Amendment context.” App., infra, 147-149 (citing
Davenport v. Causey, 521 F.3d 544, 552 (6th Cir.
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2008); Lockhart-Bembery v. Sauro, 498 F.3d 69, 76
(1st Cir. 2007); Cassidy v. Chertoff, 471 F.3d 67, 79
(2d Cir. 2006); Shell v. United States, 448 F.3d 951,
956 (7th Cir. 2006); United States v. Prevo, 435 F.3d
1343, 1348 (11th Cir. 2006); Shade v. City of
Farmington, 309 F.3d 1054, 1061 (8th Cir. 2002);
United States v. Melendez-Garcia, 28 F.3d 1046, 1052
(10th Cir. 1994)). The panel opinion, however, creates
a split in the circuits by reintroducing a “less
intrusive means” analysis into Fourth Amendment
jurisprudence.

The opinion concurring in the denial of rehearing
en banc argues that the panel did not actually engage
in a less intrusive means analysis, but as the dissent
notes, the panel opinion “does exactly” that. App.,
infra, 145.

e The panel quoted the Ninth Circuit's
opinion in Schowengerdt v. General
Dynamics Corp., 823 F.2d 1328 (9th Cir.
1987), for the proposition that “‘if less
intrusive methods were feasible, ... the
search would be unreasonable.”” App.,
infra, 35 (quoting Schowengerdt, 823
F.2d at 1336).

e The panel posited that “[t]here were a
host of simple ways to verify the efficacy
of the 25,000 character limit (if that,
indeed, was the intended purpose)
without intruding on [plaintiffs’] Fourth
Amendment rights.” App., infra, 35.
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e The panel provided examples that were
never even suggested by plaintiffs. 1d.

It is difficult to understand how this approach could
not be considered a “less intrusive means” test.

As the dissent from the denial of rehearing
cogently observed, “[r]lather than evaluate whether
the search ‘actually conducted’ by the police
department was ‘reasonably related to the objectives
of the search and not excessively intrusive in light of
[its purpose], as O’'Connor requires us to do, 480 U.S.
at 726, . . . (emphasis added), the panel looks at what
the police department could have done.” App., infra,
145 (parallel citation omitted). The panel thus
engaged in precisely the kind of “post-hoc exercise of
Imagining some other path of conduct the government
could have taken,” Taylor v. O'Grady, 888 F.2d 1189,
1195 (7th Cir. 1989), or “‘Monday morning
guarterbacking[,]’” Shade, 309 F.3d at 1061, that
other circuits have concluded is not permissible under
this Court's Fourth Amendment jurisprudence.

The opinion concurring in the denial of rehearing
en banc also suggests that this Court’'s prohibition
against using a “less intrusive means” analysis
applies only to “special needs” searches and states
that this case did not involve a ‘special needs’ search.”
App., infra, 135 (citation omitted). The concurrence is
wrong on both points.

First, even though cases in which this Court has
rejected the “least restrictive means” mode of analysis
“have often involved circumstances in which the
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government had engaged in ‘years of investigation
and study’ that resulted in ‘reasonable conclusions’
that the government conduct was necessary,” App.,
infra, 135 (citing Skinner, 489 U.S. at 629 n.9), many
such cases have not involved elaborate deliberative
processes. E.g., United States v. Sharpe, 470 U.S. 675,
686-87 (1985) (20-minute Terry stop of pickup truck
driver by DEA agent); Illinois v. Lafayette, 462 U.S.
640, 647 (1983) (administrative search of arrestee’s
personal effects at police station); Cady wv.
Dombrowski, 413 U.S. 433, 447 (1973) (warrantless
search of car trunk). Nor have other circuits read this
Court’s precedents in such a limited manner. E.g.,
Lockhart-Bembery, 498 F.3d at 71, 76 (police officer
giving routine police assistance to disabled motorist
whose car posed a traffic hazard on a busy road and
ordering motorist to move car); Shade, 309 F.3d at
1057, 1061 (police officer’s pat-down search of student
for knife); Melendez-Garcia, 28 F.3d at 1052 (Terry
stop of automobile to search for drugs).

Second, this Court in O’Connor expressly
concluded that public employer searches are “special
needs” searches: “In sum, we conclude that the
‘special needs, beyond the normal need for law
enforcement make  the probable-cause
requirement impracticable,’ ... for legitimate work-
related, noninvestigatory intrusions as well as
investigations of work-related misconduct are present
in the context of government employment.” 480 U.S.
at 725 (plurality); accord, id. at 732 (Scalia, J.,
concurring in the judgment) (“‘[S]pecial needs’ are
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present in the context of government employment.”)
As O’Connor explained, “public employers have a
direct and overriding interest in ensuring that the
work of the agency is conducted in a proper and
efficient manner,” and must be “given wide latitude”
in carrying out administrative searches, which serve
to “ensure the efficient and proper operation of the
agency.” 480 U.S. at 723-24 (plurality).

Far from giving the Department wide latitude,
the panel expressly followed Schowengerdt, in which
the Ninth Circuit had added a “less intrusive
methods” and “no broader than necessary” gloss to
the O’Connor analysis. 823 F.2d at 1336. But this
gloss — in addition to conflicting with the opinions of
the seven circuits listed above — is incompatible with
O’Connor itself.

Further contravening O’Connor, the panel’s
suggested “less intrusive” means effectively require
employees’ consent (notwithstanding their agreement
to the employer’s no-privacy policy) for the employer
to investigate at all. While valid consent may obviate
a warrant or probable cause, 4 Wayne R. LaFave,
Search & Seizure (4th ed. 2004) § 8.1, at 4-5 & n.9,
probable cause is not needed for a public employer’s
search under O’'Connor, 480 U.S. at 725 (plurality);
id. at 732 (Scalia, J., concurring in the judgment).

Instead of hypothesizing “less intrusive” means,
the panel should have *‘balanc[ed] [the search’s]
intrusion on the individual's Fourth Amendment
interests against its promotion of legitimate
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governmental interests.”” \Vernonia, 515 U.S. at 652-
53 (citations omitted). But the panel failed to balance
the interests: It didn't weigh the plaintiffs’ interests
in using Sergeant Quon’s Department-issued pager for
personal communications — even highly private,
sexually graphic ones — while he was on duty, see SER
532, 539, 546, against the Department’s “direct and
overriding interest in ensuring that the work of the
agency is conducted in a proper and efficient
manner.” 480 U.S. at 724 (plurality); see also Dible,
515 F.3d at 928 (“[T]he interest of the City in
maintaining the effective and efficient operation of
the police department is particularly strong.”).

The panel opinion gives no recognition to
O’Connor’s teaching that “privacy interests of
government employees in their place of work . .. are
far less than those found at home or in some other
contexts.” O’Connor, 480 U.S. at 725 (plurality). Just
as the O’Connor plurality explained that “[t]he
employee may avoid exposing personal belongings at
work by simply leaving them at home,” id., the
opinion dissenting from the denial of rehearing en
banc in this case aptly explains that “Quon could
have avoided exposure of his sexually explicit text
messages simply by using his own cell phone or
pager.” App., infra, 143. The City and Department
should not be punished because a legitimate
workplace search happened to turn up sexually
explicit messages that plaintiffs need not and should
not have sent on government-issued equipment in the
first place. Cf. Simons, 206 F.3d at 400 (government
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employer “did not lose its special need for ‘the
efficient and proper operation of the workplace’
[under O’'Connor] merely because the evidence
obtained was evidence of a crime”).

In fact, as Ontario defendants argued in the
Ninth Circuit, the transcript review was reasonable
even if Chief Scharf’s purpose in ordering it was to
investigate misconduct. Under O’Connor, even if
there exists a reasonable expectation of privacy, a
warrantless search may be legal if it is both work-
related — for example to investigate work-related
misconduct - and reasonable under the
circumstances. 480 U.S. at 724-25 (plurality); id. at
732 (Scalia, J., concurring in the judgment).’

Put simply, “the relevant question is whether
th[e] intrusion upon privacy is one that a reasonable
employer might engage in.” Vernonia, 515 U.S. at 665

* The opinion concurring in the denial of rehearing en banc
contends the City did not file its own appeal and “for reasons of
its own, was quite content to have the jury find a legitimate
purpose for Chief Scharf’s search.” App., infra, 131. However,
the concurrence omits that the City argued that the Ninth
Circuit should affirm on the alternative grounds that the City
was entitled to summary judgment in its favor because, as a
matter of law, plaintiffs had no reasonable expectation of privacy
and the review of the pager transcripts was reasonable under
either purpose submitted to the jury by the District Court. The
City relied on the “firmly entrenched rule” that, even without
cross-appealing, an appellee may assert any ground for
affirmance that is apparent on the record as long as the appellee
does not seek to enlarge the relief obtained below. El Paso
Natural Gas Co. v. Neztsosie, 526 U.S. 473, 479-80 (1999).
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(citing O’Connor). Here, the answer is yes. But the
panel’s decision encourages government employees to
act unreasonably and prevents government
employers — even ones with explicit no-privacy
policies — from undertaking reasonable searches
without the employees’ further consent.

I11. THE NINTH CIRCUIT OPINION EXTENDS
FOURTH AMENDMENT PROTECTION
BEYOND REASONABLE LIMITS BY
HOLDING THAT INDIVIDUALS SENDING
TEXT MESSAGES TO A GOVERNMENT
EMPLOYEE'S GOVERNMENT-ISSUED
PAGER HAVE A REASONABLE EXPECTA-
TION OF PRIVACY.

The Ninth Circuit's sweeping holding that
plaintiffs Trujillo, Florio, and Jerilyn Quon reasonably
expected that their messages to Sergeant Quon would
be free from Department review is mistaken and
further damages government employers’ ability to ef-
fectively use and monitor communications equipment.

The panel began by asserting that “[t]he extent
to which the Fourth Amendment provides protection
for the contents of electronic communications in the
Internet age is an open question.” App., infra, 23.
Next the panel framed the issue as if these plaintiffs
had sent text messages to Sergeant Quon on his
personal pager and as if he had his own account with
Arch Wireless, ignoring the fact that they had sent
the messages to a police officer on his Department-
issued pager. See App., infra, 24 (“Do users of text
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messaging services such as those provided by Arch
Wireless have a reasonable expectation of privacy in
their text messages stored on the service provider’s
network?”). With respect to these plaintiffs, as
opposed to Sergeant Quon, the panel expressly did
not rely on Lieutenant Duke’s bill-paying arrange-
ment, App., infra, 27 n.6, and the opinion is silent as
to their knowledge of it. In fact, the panel fails to
account for the fact that the other plaintiffs were fully
aware that they were sending messages to Sergeant
Quon’s Department-issued pager.’

Analogizing text messages to telephone calls,
regular mail, and e-mail, the panel broadly held that
plaintiffs had a reasonable expectation of privacy in
the content of messages they sent to Sergeant Quon
such that their consent or his consent was required
for the Department to review the messages. See App.,

° Sergeant Trujillo was a fellow member of the SWAT team
and also using a Department-issued pager himself. See App.,
infra, 2, 5. Police dispatcher April Florio and Sergeant Quon’s
wife, Jerilyn Quon, were using their own personal pagers but
knew that Sergeant Quon's pager was issued by the
Department. SER 303-04, 307. The panel opinion drew no
distinctions among them, treating all three essentially as if they
were third parties sending text messages to Sergeant Quon. As
the United States pointed out, “[t]hough the panel stated that it
did ‘not endorse a monolithic view of text message users’
reasonable expectation of privacy, as this is necessarily a
context-sensitive inquiry,’ the panel discussed few contextual
facts other than whether Quon ‘voluntarily permitted the
Department to review his text messages.’” App., infra, 164-165
(quoting the panel opinion at App., infra, 28).
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infra, 24-28. But whether users of text messaging
generally have a reasonable expectation of privacy in
the content of text messages is not the issue.’ Neither
the panel's reasoning nor the authorities it cited
address a sender’s expectation of privacy in communi-
cations sent to the recipient’s workplace equipment —
here a government employer’s equipment.’

It is not objectively reasonable to expect privacy
in a message sent to someone else’s workplace pager,
let alone to a police officer’s department-issued pager.
To have such an expectation, the sender would have
to believe the recipient’s employer does not have a no-
privacy policy in place as to that employer’s electronic
communications equipment. That is unreasonable. As
the United States aptly pointed out, “[n]Jot only do

® In its amicus brief supporting rehearing en banc, the
United States pointed out additional problems with the panel’s
categorical determination that all users of text messaging have a
reasonable expectation that their messages are private. App.,
infra, 163-171. Foremost, the United States argued that the
panel's ruling was erroneous “because it made categorical
conclusions about entire modes of communication without
considering all relevant circumstances,” and that “the Sixth
Circuit, en banc, had recently rejected a similarly sweeping
categorical conclusion about the privacy of e-mail.” App., infra,
163 (citing Warshak v. United States, 532 F.3d 521, 527 (6th Cir.
2008) (en banc). The United States also argued that there
generally is no reasonable expectation of privacy in text
messages sent and received. App., infra, 177-180.

" None of the cases involving telephone calls, letters,
e-mails, or computer usage cited by panel even addressed
government employer searches; they addressed law enforcement
searches. See App., infra, 24-28.
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senders lack knowledge of what privacy policy applies
to a recipient, but few actions demonstrate an
expectation of privacy less than transmission of
information to the work account of a public employee
charged with enforcing the law.” App., infra, 179.

Most employers have explicit no-privacy policies.
“[T]he abuse of access to workplace computers is so
common (workers being prone to use them as media
of gossip, titillation, and other entertainment and
distraction) that reserving a right of inspection is so
far from being unreasonable that the failure to do so
might well be thought irresponsible.” Muick, 280 F.3d
at 743; see also TBG Ins. Servs. Corp. v. Superior
Court, 117 Cal. Rptr. 2d 155, 161-62, 96 Cal. App. 4th
443, 451 (2002) (finding no reasonable expectation of
privacy in computer provided by employer for
employee’s home use and noting report that “more
than three-quarters of this country’s major firms
monitor, record, and review employee communi-
cations and activities on the job, including their
telephone calls, e-mails, Internet connections, and
computer files”).

In particular, “numerous government agencies,”
like the City of Ontario, have adopted “policies [that]
typically require employees to acknowledge that their
e-mail records are subject to inspection, monitoring,
and public disclosure; that they have no right of
privacy or any reasonable expectation of privacy in
workplace e-mails; that the e-mails are owned by the
agency, not the employee; and that e-mails are
presumptively considered to be public records.” Peter
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S. Kozinets, Access to the E-Mail Records of Public
Officials: Safeguarding the Public’s Right to Know,
25-SUM Comm. Law. 17, 23 (2007). For example, the
United States is “a public employer that extensively
uses ‘no confidentiality’ policies with respect to the
workplace and work-issued equipment.” App., infra,
162.

The Ninth Circuit, however, ignored the
prevalence of such policies. In fact, it even ignored the
explicit policy in this case, concluding that “[h]ad Jeff
Quon voluntarily permitted the Department to review
his text messages, the remaining Appellants would
have no claims.” App., infra, 28. But Sergeant Quon
did consent by signing the City’s written policy.’

The panel failed to consider whether the senders’
expectation of privacy is objectively reasonable for
Fourth Amendment purposes in light of all these
surrounding circumstances. Remarkably, the panel
concluded that plaintiffs “prevail as a matter of law.”
App., infra, 40 (emphasis added). The panel’s
sweeping extension of Fourth Amendment protection
threatens any government employer’'s ability to
monitor even its own employees’ electronic communi-
cations, which inevitably will include messages sent
from third-party senders. The Ninth Circuit opinion
thus further hamstrings public employers’ ability to

° Again, the panel relied on Lieutenant Duke’s informal
policy only when it addressed whether Sergeant Quon had a
reasonable expectation of privacy. App., infra, 27 n.6.
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communications.

IV. THIS CASE PRESENTS AN EXCELLENT
VEHICLE TO ADDRESS O’CONNOR’S
APPLICATION TO NEW WORKPLACE
TECHNOLOGIES; THERE
FOR THE FACTUAL CONCERNS POSITED
BY THE OPINION CONCURRING IN THE

DENIAL OF REHEARING EN BANC.

As we have explained, there is no merit to the
concurring opinion’s criticisms of the legal analysis
provided by the opinion dissenting from the denial of
rehearing en banc. The concurrence also takes the
dissent to task for supposedly taking liberties with
the facts of the case. App., infra, 125-131. But the
record soundly refutes these criticisms as well. For

example:

The concurrence says “the record is clear
that the City had no official policy
governing the use of the pagers.” App.,
infra, 127. But the panel opinion itself
says that “Quon signed [the
Department’s general “Computer Usage,
Internet and E-mail Policy”] and
attended a meeting in which it was
made clear that the Policy also applied
to use of the pagers.” App., infra, 29
(emphasis added); see also App., infra,
48 (district court noting meeting and
also subsequent memorandum that
memorialized meeting and was sent to

IS NO BASIS
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Sergeants Quon and Trujillo). What
more does it take for a City to have an
official policy governing pagers? As we
discussed above, even the panel
expressly acknowledged that the written
policy would control if not for Lieutenant
Duke’s informal policy. App., infra, 29-
30.°

e According to the concurrence, “[t]he
record belies the dissent’s assertion that
the OPD officers were permitted to use
the pagers only during SWAT
emergencies.” App., infra, 126. But the
dissent did not make that assertion.
Rather, the dissent said that the
Department “obtained two-way pagers
for its SWAT team members to enable
better coordination, and more rapid and
effective responses to emergencies,”
App., infra, 138; see also App., infra,
142, which not only comports with
common sense but also is exactly what
the district court found. App., infra, 45-
46.

° The panel's reasoning suggests that government
employees can use a newly-acquired technology however they
please unless and until the employer issues a policy expressly
covering it and that it is not enough to inform the employees
that existing policies cover new technologies. This notion is
antithetical to the reasonableness standard of the Fourth
Amendment and to the special needs of government employers
articulated in O’'Connor.
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The concurrence says the dissent ignores
the jury's finding that Chief Scharf’s
purpose in having Lieutenant Duke
audit Sergeant Quon’s pager messages
was to determine the efficacy of the
Department’s existing character limits.
App., infra, 130. But the dissent did
acknowledge that Chief Scharf ordered
the audit “to determine whether the
police department’s contract with their
service provider was sufficient to meet
its needs for text messaging.” App.,
infra, 139-140 (citing the panel opinion).
If anything, it was the panel that was
reluctant to accept the jury’s verdict on
this issue, hypothesizing other ways “to
verify the efficacy of the 25,000
character limit (if that, indeed, was the
intended purpose).” App., infra, 35
(emphasis added).

The concurrence chides the dissent for
stating that “Chief Scharf ‘sent the
matter to internal affairs for an
investigation “to determine if someone
was wasting ... City time not doing
work when they should be.”’” App.,
infra, 130. But the dissent’s statement is
nearly identical to what the panel
opinion said: “Chief Scharf referred the
matter to internal affairs ‘to determine if
someone was wasting ... City time not
doing work when they should be.”” App.,
infra, 9; see also App., infra, 55 (district
court stating same).
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And while the concurring opinion emphasizes
that the panel’s holding was “fact-driven,” App., infra,
126, most Fourth Amendment cases are. As the
concurrence itself later states, the O’Connor “analysis
Is necessarily fact-driven.” App., infra, 132. That is no
reason for this Court to turn a blind eye on a circuit
court opinion that seriously undermines Fourth
Amendment jurisprudence on issues of great
importance.

<

CONCLUSION

The petition for a writ of certiorari should be
granted. Because the Ninth Circuit’'s ruling mani-
festly contravenes this Court’s Fourth Amendment
precedents, the Court should consider summary
reversal.

Respectfully submitted.
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meeting, but did not recall Lieutenant Duke stating
at the meeting that use of the pagers was governed by
the City’s Policy.

Although the City had no official policy expressly
governing use of the pagers, the City did have an
informal policy governing their use. Under the City’s
contract with Arch Wireless, each pager was allotted
25,000 characters, after which the City was required
to pay overage charges. Lieutenant Duke “was in
charge of the purchasing contract” and responsible for
procuring payment for overages. He stated that “[t]he
practice was, if there was overage, that the employee
would pay for the overage that the City had. ... [W]e
would usually call the employee and say, ‘Hey, look,
you're over X amount of characters. It comes out to X
amount of dollars. Can you write me a check for your
overage[?]’”

The informal policy governing use of the pagers
came to light during the Internal Affairs investiga-
tion, which took place after Lieutenant Duke grew
weary of his role as bill collector. In a July 2, 2003
memorandum entitled “Internal Affairs Investigation
of Jeffery Quon,” (the “McMahon Memorandum?”)
OPD Sergeant Patrick McMahon wrote that upon
interviewing Lieutenant Duke, he learned that early
on

Lieutenant Duke went to Sergeant Quon and
told him the City issued two-way pagers
were considered e-mail and could be audited.
He told Sergeant Quon it was not his intent
to audit employee’s [sic] text messages to see
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if the overage is due to work related trans-
missions. He advised Sergeant Quon he
could reimburse the City for the overage so
he would not have to audit the transmission
and see how many messages were non-work
related. Lieutenant Duke told Sergeant
Quon he is doing this because if anybody
wished to challenge their overage, he could
audit the text transmissions to verify how
many were non-work related. Lieutenant
Duke added the text messages were consi-
dered public records and could be audited at
any time.

For the most part, Lieutenant Duke agreed with
McMahon's characterization of what he said during
his interview. Later, however, during his deposition,
Lieutenant Duke recalled the interaction as follows:

I think what | told Quon was that he
had to pay for his overage, that | did not
want to determine if the overage was per-
sonal or business unless they wanted me to,
because if they said, “It's all business, I'm not
paying for it,” then | would do an audit to
confirm that. And | didn't want to get into
the bill collecting thing, so he needed to pay
for his personal messages so we didn’'t — pay
for the overage so we didn’t do the audit. And
he needed to cut down on his transmissions.

According to the McMahon Memorandum, Quon
remembered the interaction differently. When asked
“if he ever recalled a discussion with Lieutenant
Duke that if his text-pager went over, his messages
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for [plaintiff] to expect privacy in making a personal
phone call from work. . .. [The officers testified that]
they understood the policy to mean that only calls
coming into the communications room (where outside
citizens would call) were being recorded, not calls
from private offices. A reasonable juror could con-
clude, on this evidence, that [plaintiff] expected that
his call to his wife would be private, and that that
expectation was objectively reasonable.”). Therefore,
Appellees’ CPRA argument is without merit.

2. Reasonableness of the Search

Given that Appellants had a reasonable expecta-
tion of privacy in their text messages, we now consid-
er whether the search was reasonable. We hold that it
was not.

The district court found a material dispute
concerning the “actual purpose or objective Chief
Scharf sought to achieve in having Lieutenant Duke
perform the audit of Quon’s pager.” It reasoned that if
Chief Scharf’s purpose was to uncover misconduct,
the search was unreasonable at its inception because
“the officers’ pagers were audited for the period when
Lieutenant Duke’s informal, but express policy of not
auditing pagers unless overages went unpaid was in
effect.” The district court further reasoned, however,
that if the purpose was to determine “the utility or
efficacy of the existing monthly character limits,” the
search was reasonable because “the audit was done
for the benefit of (not as a punishment against) the
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officers who had gone over the monthly character
limits.” Concluding that a genuine issue of material
fact existed on this point, the district judge deter-
mined that this was a question for the jury. The jury
found that Chief Scharf’s purpose was to “determine
the efficacy of the existing character limits to ensure
that officers were not being required to pay for work-
related expenses,” rendering a verdict in favor of the
City, the Department, Scharf, and Glenn.

Given that a jury has already found that Chief
Scharf’s purpose in auditing the text messages was
to determine the efficacy of the 25,000 character
limit, we must determine — keeping that purpose in
mind — whether the search was nevertheless uncons-
titutional.

A search is reasonable “at its inception” if there
are “reasonable grounds for suspecting ... that the
search is necessary for a noninvestigatory work-
related purpose such as to retrieve a needed file.”
O’Connor, 480 U.S. at 726, 107 S.Ct. 1492. Here, the
purpose was to ensure that officers were not being
required to pay for work-related expenses. This is a
legitimate work-related rationale, as the district
court acknowledged.

However, the search was not reasonable in scope.
As O’'Connor makes clear, a search is reasonable in
scope “when the measures adopted are reasonably
related to the objectives of the search and not exces-
sively intrusive in light of . .. the nature of the [mis-
conduct].” Id. (internal quotation marks omitted).
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Thus, “if less intrusive methods were feasible, or if
the depth of the inquiry or extent of the seizure
exceeded that necessary for the government’s legiti-
mate purposes ... the search would be unreasona-
ble. . ..” Schowengerdt, 823 F.2d at 1336. The district
court determined that there were no less-intrusive
means, reasoning that talking to the officers before-
hand or looking only at the numbers dialed would not
have allowed Chief Scharf to determine whether
25,000 characters were sufficient for work-related
text messaging because that required examining the
content of all the messages. Therefore, “the only way
to accurately and definitively determine whether
such hidden costs were being imposed by the monthly
character limits that were in place was by looking at
the actual text-messages used by the officers who
exceeded the character limits.”

We disagree. There were a host of simple ways to
verify the efficacy of the 25,000 character limit (if
that, indeed, was the intended purpose) without
intruding on Appellants’ Fourth Amendment rights.
For example, the Department could have warned
Quon that for the month of September he was forbid-
den from using his pager for personal communica-
tions, and that the contents of all of his messages
would be reviewed to ensure the pager was used only
for work-related purposes during that time frame.
Alternatively, if the Department wanted to review
past usage, it could have asked Quon to count the
characters himself, or asked him to redact personal
messages and grant permission to the Department to



App. 36

review the redacted transcript. Under this process,
Quon would have an incentive to be truthful because
he may have previously paid for work-related over-
ages and presumably would want the limit increased
to avoid paying for such overages in the future. These
are just a few of the ways in which the Department
could have conducted a search that was reasonable in
scope. Instead, the Department opted to review the
contents of all the messages, work-related and per-
sonal, without the consent of Quon or the remaining
Appellants. This was excessively intrusive in light of
the noninvestigatory object of the search, and because
Appellants had a reasonable expectation of privacy in
those messages, the search violated their Fourth
Amendment rights.

3. Qualified Immunity for Chief Scharf

Chief Scharf asserts that, even if we conclude
that he violated Appellants’ Fourth Amendment and
California constitutional privacy rights, he is entitled
to qualified immunity. We agree.

When determining whether qualified immunity
applies, we engage in the following two-step inquiry.
First, we ask, “[t]laken in the light most favorable to
the party asserting the injury, do the facts alleged
show the officer’s conduct violated a constitutional
right?” Saucier v. Katz, 533 U.S. 194, 201, 121 S.Ct.
2151, 150 L.Ed.2d 272 (2001). If we answer this
guestion in the affirmative, as we do here, we then
proceed to determine “whether the right was clearly
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established.” Id. “This inquiry ... must be underta-
ken in light of the specific context of the case, not as a
broad general proposition.” 1d. Specifically, “[t]he
relevant, dispositive inquiry in determining whether
a right is clearly established is whether it would be
clear to a reasonable officer that his conduct was
unlawful in the situation he confronted.” Id. at 202,
121 S.Ct. 2151.

Chief Scharf argues that, “[i]n 2002, there was no
clearly established law from the Supreme Court or
our Circuit governing the right of a government
employer to review text messages on government-
iIssued pagers in order to determine whether em-
ployees are engaging in excessive personal use of the
pagers while on duty.” Chief Scharf misconstrues
Saucier. While there may be no case with a holding
that aligns perfectly with the factual scenario pre-
sented here, it was clear at the time of the search
that an employee is free from unreasonable search
and seizure in the workplace. See, e.g., O’'Connor, 480
U.S. at 715, 107 S.Ct. 1492 (1987); Schowengerdt, 823
F.2d at 1335 (1987); Ortega v. O’'Connor, 146 F.3d
1149, 1157 (9th Cir.1998) (“[I]t was clearly estab-
lished in 1981 that, in the absence of an accepted
practice or regulation to the contrary, government
employees . . . had a reasonable expectation of privacy
in their private offices, desks, and file cabinets,
thereby triggering the protections of the Fourth
Amendment with regard to searches and seizures.”).

Nevertheless, we ultimately agree with Chief
Scharf because, at the time of the search, there was
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no clearly established law regarding whether users of
text-messages that are archived, however temporari-
ly, by the service provider have a reasonable expecta-
tion of privacy in those messages. Therefore, Chief
Scharf is entitled to qualified immunity.

4. Statutory Immunity on the California
Constitutional Claim

The City and the Department contend that they
are shielded from liability on the California constitu-
tional claim. We conclude that the district court
correctly determined that the City and the Depart-
ment are not protected by statutory immunity.

California Government Code section 821.6 pro-
vides that “[a] public employee is not liable for injury
caused by his instituting or prosecuting any judicial
or administrative proceeding within the scope of his
employment, even if he acts maliciously and without
probable cause.” “The policy behind section 821.6 is to
encourage fearless performance of official duties.
State officers and employees are encouraged to inves-
tigate and prosecute matters within their purview
without fear of reprisal from the person or entity
harmed thereby.” Shoemaker v. Myers, 2 Cal.App.4th
1407, 1424, 4 Cal.Rptr.2d 203 (1992) (citations omit-
ted). Immunity “also extends to actions taken in
preparation for formal proceedings. Because investi-
gation is an essential step toward the institution of
formal proceedings, it is also cloaked with immunity.”
Amylou R. v. County of Riverside, 28 Cal.App.4th
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1205, 1209-10, 34 Cal.Rptr.2d 319 (1994) (internal
qguotation marks omitted).

Although Chief Scharf ordered an “investigation”
in the ordinary sense of the word, the investigation
never could have led to a “judicial or administrative
proceeding” because Lieutenant Duke’s informal
policy permitted officers to use the pagers for person-
al purposes and to exceed the 25,000 character limit.
Thus, Quon could have committed no misconduct, a
prerequisite for a formal proceeding against him. As
such, the City’s and Department’s conduct does not
fall within California Government Code section 821.6,
and they are not entitled to statutory immunity.

V. CONCLUSION

As a matter of law, Arch Wireless is an “electronic
communication service” that provided text messaging
service via pagers to the Ontario Police Department.
The search of Appellants’ text messages violated their
Fourth Amendment and California constitutional
privacy rights because they had a reasonable expecta-
tion of privacy in the content of the text messages,
and the search was unreasonable in scope. While
Chief Scharf is shielded by qualified immunity, the
City and the Department are not shielded by statuto-
ry immunity. In light of our conclusions of law, we
affirm in part, reverse in part, and remand to the
district court for further proceedings on Appellants’
Stored Communications Act claim against Arch
Wireless, and their claims against the City, the
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Department, and Glenn under the Fourth Amend-
ment and California Constitution.

Because we hold that Appellants prevail as a
matter of law on their claims against Arch Wireless,
the City, the Department, and Glenn, we need not
reach their appeal from the denial of their motions to
alter or amend the judgment and for a new trial
under Federal Rule of Civil Procedure 59. The parties
shall bear their own costs of appeal.

AFFIRMED in part, REVERSED in part, and
REMANDED for Further Proceedings.
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445 E.Supp.2d 1116

United States District Court, C.D. California. Jeff
QUON, Jerilyn Quon, April Florio, Doreen Klein,
and Steve Trujillo, Plaintiffs, v. ARCH WIRELESS
OPERATING COMPANY, INC.; City of Ontario;
Ontario Police Department; Lloyd Scharf, and
Debbie Glenn, Defendants. No. EDCV 03-199 SGL.

Aug. 15, 20086.

AMENDED ORDER GRANTING IN PART

AND DENYING IN PART DEFENDANTS’

MOTIONS FOR SUMMARY JUDGMENT,

AND DENYING PLAINTIFFS MOTIONS
FOR SUMMARY JUDGMENT'

LARSON, District Judge.

What are the legal boundaries of an employee’s
privacy in this interconnected, electronic-communication
age, one in which thoughts and ideas that would have
been spoken personally and privately in ages past are
now instantly text-messaged to friends and family via
hand-held, computer-assisted electronic devices? It is
precisely this question that is before the Court in the
form of plaintiffs’ motions for summary judgment and
defendants’ cross-motions for summary judgment.
After reviewing the pleadings and listening to the
parties’ oral arguments at multiple hearings on the

' The Court vacates the order of March 9, 2006, concerning
some of the parties’ motions for summary judgment. Since that
time, the parties have filed a second round of summary judg-
ment motions. This amended order addresses all of the parties’
summary judgment motions.
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instant motions, the Court, for the reasons set forth
below, GRANTS IN PART and DENIES IN PART
defendants’ motions for summary judgment and
DENIES plaintiffs’ motions for summary judgment.

Given that the applicable legal standard for
considering such motions has long past become firmly
established, the Court will only briefly remind the
reader: Summary judgment can be granted only
where there is no genuine issue as to any material
fact and where the movant is entitled to judgment as
a matter of law; in determining whether these condi-
tions are met the record must be viewed in the light
most favorable to the party opposing the motion, with
the court indulging in all inferences favorable to that
party. See Fed.R.Civ.P. 56(c); Anderson v. Liberty
Lobby, Inc., 477 U.S. 242, 255-56, 106 S.Ct. 2505, 91
L.Ed.2d 202 (1986); Brookside Assocs. v. Rifkin, 49
F.3d 490, 492-93 (9th Cir.1995).

This case has its genesis in gross malfeasance
which, no one disputes, took place in the Ontario
Police Department's dispatch center in the early part
of this decade. Sally Bors, a dispatcher, was under
investigation in September, 2002, for providing
information to her boyfriend Mark Timbrell, who was
a member of the Hell's Angels motorcycle gang,
regarding police investigative activity about the Hell’'s
Angels in general and Timbrell in particular. A sting
operation was performed to ferret out this corruption
on September 16, 2002. A narcotics officer called in
the license plate of a known Hell's Angels member to



App. 43

Bors. Rather than contacting the Hell's Angels mem-
ber directly, Bors used her pager to text message
another dispatcher, Angela Santos, requesting that
she contact the Hell's Angels member and let him
know he was being followed by a narcotics agent.
After doing so, Santos immediately contacted yet
another dispatcher, April Florio, and informed her of
what she had done for Bors. Florio then contacted
fellow dispatcher Doreen Klein about Bors/Santos’
activities. Neither Florio nor Klein reported this mal-
feasance to any personnel, supervisory or otherwise,
in the police department.

When Klein and Florio arrived at the dispatch
center the following day, they were asked to report to
their supervisor’s office to answer some questions.
When they arrived in the supervisor’s office, internal
affairs Sergeant Deborah Glenn asked them to hand
over their personal cell phones and pagers before the
guestioning would commence. Two weeks earlier the
department had issued a memorandum to those
working in the dispatch center that, “[e]ffective
immediately and until further notice, use of all cell
phones and pagers within the Dispatch Center will be
prohibited. On duty personnel shall leave pagers and
cell phones in their lockers and check them on their
breaks.” (Joint Defs. Exhibits in Support Mot. Summ.
J., Ex. EE). The pagers and cell phones were kept on
a table in an interrogation room where Florio and
Klein were separately interviewed by internal affairs
personnel. The reason proffered for the seizure of the
duo’s personal pagers and cell phones was to “preclude
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[them] ... from covertly communicating with one
another before, during, or after each of their inter-
views” so they could not coordinate their stories.
(Defs’ Mot. Summ. J. at 43; PIs’ Index of Exhibits in
Opp., Ex. G at 44). The pagers and cell phones were
apparently returned to Klein and Florio following
the interrogation. Florio and Klein alleged that
during the interrogation, Sergeant Glenn examined
and read information contained on their cell phones
and pagers, including text messages, names, phone
numbers, and street addresses. (Second Am. Compl.
P 72). This allegation in the complaint, however, was
never confirmed during the subsequent discovery
conducted in this case.

Klein, Florio, and Santos were each interviewed
in turn by internal affairs personnel. During their
interviews, Klein and Florio “played dumb” with
respect to the malfeasance in the dispatch center.
When Santos was interviewed, however, she con-
fessed to her involvement, informing internal affairs
personnel that, at the behest of Bors, she had con-
tacted a Hell's Angels member and advised him that
he was being followed by police, and that she also
relayed that information to Florio.

On the next day, September 18, 2002, Florio and
Klein were re-interviewed by internal affairs person-
nel. Only when confronted with Santos’ confession did
each in turn acknowledge that they too were aware
that Santos had contacted a Hell's Angels member to
inform him that he was being followed by the police.
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Klein and Florio were later terminated from their
positions on account of their misconduct.

In the midst of these developments, a separate
event took place that would later become embroiled in
the dispatch center investigation. The event involved
the department’s audit of the text messages sent to
and sent from police sergeant Jeff Quon’s city-issued
pager for the period of August 1 to September 30,
2002. The connection between the Quon pager audit
and the Bors investigation arises in part from the fact
that, at the time, Jeff Quon, who was married to
Jerilyn Quon, another Ontario police officer, was
having an extra-martial [sic] affair with Florio. Some
prefatory remarks at this point concerning the city-
iIssued pagers is warranted.

In October, 2001, the City of Ontario entered into
a contract with Arch Wireless Operating Company,
Inc. (*Arch Wireless”), subscribing for the provision of
two-way alphanumeric text-messaging pagers for its
employees as well as other wireless communication
services incident to the use of such pagers. As part of
the contract, the City paid Arch Wireless a monthly
subscription rate keyed to each pager being allotted
25,000 characters — be it letters, numbers, or other
symbols — per month, with the City having to pay
extra for any overages. The City issued such a pager
to members of the police department’'s SWAT team,
which included plaintiffs Jeff Quon and Steve Trujil-
lo, both of whom were sergeants with the City's SWAT
team. The issuance of such city-owned pagers to
members of the SWAT team was meant to enable
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better coordination and a more rapid and effective
response to emergencies by providing nearly instan-
taneous situational awareness to the team as to the
other members whereabouts.

Text messages sent on the pagers operate as
follows over the Arch Wireless network:

The message leaves the originating pag-
er via a radio frequency transmission. That
transmission is received by any one of many
receiving stations, which are owned by Arch
Wireless. Depending on the location of the
receiving station, the message is then en-
tered into the Arch Wireless computer net-
work either by wire transmission or via
satellite by another radio frequency trans-
mission. Once in the Arch Wireless computer
network, the message is sent to the Arch
Wireless computer server. Once in the server,
a copy of the message is archived. The mes-
sage is also stored in the server system, for a
period of up to 72 hours, until the recipient
pager is ready to receive delivery of the text
message. The recipient pager is ready to re-
ceive delivery of a message when it is both
activated and located in an Arch Wireless
service area. Once the recipient pager is able
to receive delivery of the text message, the
Arch Wireless server retrieves the stored
message and sends it, via wire or radio fre-
guency transmission, to the transmitting
station closest to the recipient pager. The
transmitting stations are owned by Arch
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Wireless. The message is then sent from the
transmitting station via a radio frequency
transmission, to the recipient pager where it
can be read by the user of the recipient pag-
er.

(Decl. Steven Niehamp 11 3-7).

As part of its provision of computer desktop
equipment to its personnel, the Ontario police de-
partment had all of its employees review and sign a
written statement of the department’s policy concern-
ing use of this equipment. The statement, entitled
“Computer Usage, Internet and E-mail Policy,” states
that the department’s policy encompasses “[t]he use
of any City-owned computer equipment, computer
peripherals, City networks, the Internet, e-mail
services or other City computer related services.” The
policy itself is outlined as follows:

C. Access to all sites on the Internet is rec-
orded and will be periodically reviewed by
the City. The City of Ontario reserves the
right to monitor and log all network activity
including e-mail and Internet use, with or
without notice. Users should have no expec-
tation of privacy or confidentiality when us-
ing these resources.

D. Access to the Internet and the e-mail
system is not confidential, and Information
produced either in hard copy or in electronic
form is considered City property. As such,
these systems should not be used for person-
al or confidential communications. Deletion
of e-mail or other electronic information may
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not fully delete the information from the sys-
tem.

E. The use of inappropriate, derogatory, ob-
scene, suggestive, defamatory, or harassing
language in the e-mail system will not be tol-
erated.

(Joint Defs’ Exhibits Mot. Summ. J., Ex. M at 2). Jeff
Quon received a copy of this written policy and signed
a form acknowledging he had reviewed and under-
stood the policy on March 18, 2000, a full two-and-a-
half years before the events in question in this case
arose. (Joint Defs’ Exhibits Mot. Summ. J., Ex. L).

After the provision of city-owned pagers to SWAT
team members sometime toward the end of 2001 or
the beginning of 2002, the department’s supervising
personnel made statements concerning its use vis-a-
vis the department's computer usage policy to the
staff in general and to Jeff Quon in particular. At a
supervisory staff meeting on April 18, 2002, at which
Jeff Quon was present, the person in charge of the
use and provision of the department’s electronic
equipment, Lieutenant Steven Duke, reminded those
in attendance that “two-way pagers are considered e-
mail messages. This means that messages would fall
under the City’'s policy as public information and
eligible for auditing.” (Joint Defs’ Exhibits Mot.
Summ. J., Ex. N). This statement was later memori-
alized in a memorandum sent to all supervisory
personnel, including Jeff Quon and Steve Trujillo.
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Lieutenant Duke’s representation that the de-
partment could audit the pagers was not entirely
accurate. The department’s supervisory staff itself did
not have the ability to review the contents of the text
messages sent or received by the pagers issued to its
employees. (PIs’ Index Exhibits Opp., Ex. D at 23).
Supervisory staff could not access what transpired
over the pagers from their own computers, nor could
they log onto Arch Wireless’ network from their
computers at work to do the same. Instead, to review
the contents of the text message sent or received from
one of the city-owned pagers, supervisory staff had to
contact an Arch Wireless representative and request
for them to generate a copy of the transcripts of those
messages. (PlIs’ Index Exhibits Opp., Ex. D at 36).

Insofar as overage charges, it appears that the
department — through the actions of Lieutenant Duke
— had an unstated policy of agreeing not to audit the
use of the pagers whenever overages existed so long
as the personnel in question paid the department for
the overage. Only when the personnel in question
disputed the overages — either claiming that the use
was work-related or otherwise — did Lieutenant Duke
make it clear that he would endeavor to audit the
contents of the messages sent and received on the
pager. As Lieutenant Duke commented, “[W]e would
usually call the employee and say, ‘Hey, look, you're
over X amount of characters. It comes out to X
amount of dollars. Can you write me a check for your
overage.” (PIs’ Index Exhibits Opp., Ex. D at 13).
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Lieutenant Duke relayed this unwritten policy re-
garding the conditions under which an audit of a
pager would take place for overages to Jeff Quon.

Within the first or second billing cycle after the
pager was issued to Quon, Lieutenant Duke approached
him because Quon had exceeded his maximum num-
ber of allotted characters. Lieutenant Duke, during
this conversation, told Quon that the text messages
sent over the City-owned pager “were considered e-
mail and could be audited.” (PIs’ Index Exhibits Opp.,
Ex. M at 4). Lieutenant Duke, however, went on to
say “that it was not his intent to audit employee’s text
messages to see if the overage is due to work related
transmissions.” (PIs’ Index Exhibits Opp., Ex. D at
69). Instead, Quon “could reimburse the City for the
overage so he would not have to audit the transmis-
sion and see how many messages were non-work
related.” (PIs’ Index Exhibits Opp., Ex. D at 69). Such
an approach was Lieutenant Duke’s generous way of
streamlining administration and oversight over the
use of the pagers because, as he reminded Quon, he
could, “if anybody wished to challenge their overage,
... audit the text transmissions to verify how many
were non-work related.” (PIs’ Index Exhibits Opp., Ex.
M at 4). As Lieutenant Duke explained in his deposi-
tion: “[W]hat | told Quon was that he had to pay for
his overage, that I did not want to determine if the
overage was personal or business unless they wanted
me to, because if they said, ‘It’'s all business, I'm not
paying for it,;’ then | would do an audit to confirm
that. And | didn’'t want to get into the bill collecting
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thing, so he needed to pay for his personal messages
so we didn't — pay for the overage so we didn’t do the
audit.” (PIs’ Index Exhibits Opp., Ex. D at 70).

Lieutenant Duke testified that this practice
ended in August, 2002, when he made it known at a
meeting with Chief Lloyd Scharf that he had grown
“tired of being a bill collector with guys going over the
allotted amount of characters on their text pagers.”
(PIs’ Index Exhibits Opp., Ex. N at 15). The police
chief remembered Lieutenant Duke complaining at
the meeting that “some members ... were Killing
trees in the overages. There was a lot of overages.”
(Defs’ Additional Exhibits in Support, Ex. A at 7).
Lieutenant Duke stated that Chief Scharf responded
to his complaint by asking him to audit “the tran-
scripts to make a determination whether they had
personal use versus — overage or increase the amount
of characters, plus — so we just kind of stopped the
practice.” (PIs’ Index Exhibits Opp., Ex. D at 55). In
other words, according to Lieutenant Duke, the
efficacy of the established monthly character limits
was the main impetus for Chief Scharf’s ordering the
audit.

Another individual, Patrick McMahon, recalled
the discussion somewhat differently, suggesting that
the main impetus was a concern over using depart-
ment equipment for personal purposes: “The chief
said — or had asked [Duke] if these can be audited to
see if these are work-related, and if so work-related,
then obviously theyre not an issue. However, if
they’re not work-related, that he wanted that looked
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into and addressed as to why people are using the
pagers in excess of the amount of monthly characters
that were allowed.” (PIs’ Index Exhibits Opp., Ex. N
at 15). This latter recollection of the substance of the
meeting was confirmed by Chief Scharf in his deposi-
tion: “I asked [Lieutenant Duke] to pull the top two
and determine if they were used on duty or for off
duty. My concern was — that it was work-related. |
didn’'t want someone playing games or — on company
time.” (Defs’ Additional Exhibits in Support, Ex. A at
8). Chief Scharf acknowledged knowing of Lieutenant
Duke’s unstated policy of allowing the use of pagers
for personal matters when he ordered him to do the
audit in question, and he was also aware that the two
officers whose pager transcripts he was ordering to be
audited had already paid for their overages for the
period under review. (Defs’ Additional Exhibits in
Support, Ex. A at 8). As relayed by Chief Scharf, these
points were not material to him in deciding to go
forward with the audit:

Q. ... on what basis did you believe that
the messages could be pulled or reviewed for
the top two officers?

A. It was a work-related issue. It was work-
related equipment. On that basis, | believed
| had access to them.

(Defs’ Additional Exhibits in Support, Ex. A at 11).

At the conclusion of this meeting, Chief Scharf
ordered Lieutenant Duke to pull the transcripts for
the text messages sent on the two officers’ pagers for
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the period of August to September, 2002, and review
the contents of the pager transmissions to “[d]eter-
mine if the usage was on duty or off duty.” (Defs’
Additional Exhibits in Support, Ex. A at 12). If the
messages sent on the pagers while the officers were
on duty were not work-related, Chief Scharf ex-
pressed concern “that someone was wasting a lot of
City time conversing with someone about non-related
work issues.” (Defs’ Additional Exhibits in Support,
Ex. A at 12). Chief Scharf appeared rather uncon-
cerned when pressed whether such an audit may
uncover personal information about the officers in
light of Lieutenant Duke’s unstated policy that was in
effect during the time those transmissions were made
allowing officers to use the pagers for personal, non-
worked related reasons:

Q. ... Didyou give at that time any consid-
eration to the fact that the text messages
may contain personal messages or paging
text from people not employed by the City of
Ontario?

A. No.

Q. You say you didn’'t think about it one
way or the other?

A. That's correct.
(Defs’ Additional Exhibits in Support, Ex. A at 12).

In tasking Lieutenant Duke with auditing the
pagers, Chief Scharf did not consider whether there
was a less intrusive means of conducting the audit;
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for instance, Chief Scharf did not consider whether it
was advisable to have the text messages reviewed, if
at all, in redacted form (i.e., with messages sent or
received on off-duty hours redacted to protect Quon’s
privacy interests). Specifically, when asked whether
he considered asking Lieutenant Duke to perform the
audit just by reviewing the billing records for the
pagers, as opposed to the text transmissions them-
selves, Chief Scharf responded: “I don’'t think you
could do that, but I don’'t recall doing that.” (Defs’
Additional Exhibits in Support, Ex. A at 39).

In performing the audit it was determined that
the two employees’ pagers that exceeded the charac-
ter limit for the billing period following this change in
policy were Jeff Quon and another officer, Glisson,
who is not a party to this case. The department’s
contact person requested from Arch Wireless the
transcripts for the two pagers during the billing
period in question — August 1, 2002, to September 31,
2002. The Arch Wireless representative confirmed
that the pagers were owned by the City and that the
request came from the designated contact person.
After satisfying itself of these two points, Arch Wire-
less provided transcripts of the contents of the mes-
sages sent and received by the pagers during the time
in question.

The transcripts for Quon’s pager tallied forty-six
pages in length. Lieutenant Duke reviewed the
transcripts. Many of the text messages sent and/or
received by Quon’s pager while he was on-duty were,
to say the least, sexually explicit in nature. Some of
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these messages were directed to or from his wife,
Jerilyn Quon, while others were directed to or from
his mistress, Florio. Other messages, while not sex-
ually explicit were nonetheless private, were sent to
and received from his co-worker, Trujillo. When
Lieutenant Duke reported the results of his audit to
Chief Scharf a few weeks later, Chief Scharf decided
that he and Quon’s supervisor, Lieutenant Tony Del
Rio, should review some of the transcripts them-
selves. (Defs’ Additional Exhibits in Support, Ex. A at
16, 39). When asked whether he felt uncomfortable
reviewing such private messages, Chief Scharf
seemed puzzled for the basis of the question, stating
that “[i]Jt was of no concern to me as far as the nature
of the text. The concern to me was was it [work]-
related occurring on duty.” (Defs’ Additional Exhibits
in Support, Ex. A at 16). Chief Scharf thereafter made
a determination that Quon’s pager was being misused
in that “[t]Joo much duty time was used for personal
pages not associated with duty on duty time.” (Defs’
Additional Exhibits in Support, Ex. A at 35).

The matter was thereafter referred to internal
affairs in October, 2002, for an investigation “to
determine if someone was wasting ... City time not
doing work when they should be,” which could be
potential grounds for misconduct for not paying
attention to duty. (Defs’ Additional Exhibits in Sup-
port, Ex. A at 42-43; Pls’ Supplemental Evidence in
Support, Ex. B at 59). When asked why an internal
affairs investigation was needed (as opposed to just
telling Quon to stop using his city-owned pager for
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personal use), Chief Scharf responded that an inves-
tigation was needed to be fair and to determine if the
personal use of the pager occurred while Quon was
on-duty. (Id.). The internal affairs investigation into
Quon was thereafter turned over to Sergeant Patrick
McMahon. (Patrick McMahon Aff. P 3).

Sergeant McMahon began the investigation by
asking Quon whether he could vouch for how much of
his on-duty time was spent using the pager for work-
related reasons. (Patrick McMahon Aff. P 4). Quon
“indicated that he could not state how much time he
spent on the pager during work hours.” (Id.). Given
this response, using Quon’s time sheets, Sergeant
McMahon took the transcripts and redacted with a
black marker those portions that were transmitted
while Quon was off-duty. (Patrick McMahon Aff. PP 3-
5). Given the amount of pages in the transcripts,
Sergeant McMahon enlisted the aid of another mem-
ber of internal affairs, Sergeant Glenn, to make the
redactions. (Patrick McMahon P 4; Def. Glenn Sup-
plemental Submission, Ex. A at 13, 62, 77). While
performing these redactions, Sergeant Glenn did
more than simply note the time entries and use her
marker — it is alleged that she also jotted down the
pager numbers the text messages were sent to and
received from on Quon’s pager and, on at least one
occasion, dialed the pager number in question, which
happened to belong to Quon’s wife, Jerilyn Quon. (PIs’
Supplemental Evidence in Support, Ex. B at 64-65,
67; Decl. Jerilyn Quon PP 3-5).
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About the same time that the department ob-
tained a transcript of Quon’s text messages, Lieute-
nant Duke conversed with Sergeant Glenn, who was
in the midst of conducting the investigation into the
above-described corruption at the dispatch center. At
some point during this conversation, Sergeant Glenn
informed Lieutenant Duke that she “would like to
review [the transcripts] after they were dealt with,”
and that in particular, she “wanted to review mes-
sages between [Jeff] Quon and . . . | believe it was April
Florio.” (PIs’ Index Exhibits Opp., Ex. D at 46). No
evidence, however, suggests that the transcripts were
ever used in the dispatch center investigation. (Def.
Glenn Supplemental Submission, Ex. A at 13, 23, 32).

The final event to this rather sordid tale inside
the Ontario Police Department concerns Jerilyn
Quon’s effort to find employment elsewhere after the
above events transpired. In January, 2003, Jerilyn
Quon applied for a position as a police officer with the
City of Upland. Her interview with then Upland
Police Chief Martin Thouvenell on February 11, 2003,
apparently went so well that she was told the job
was hers and she was sent downstairs immediately
afterwards to begin filling out paperwork. Chief
Thouvenell cautioned Jerilyn as she was leaving the
interview that he had one more interview for the
position with a person within the Upland police
department. A week and a half later, on February 17,
2003, Jerilyn received a letter dated February 12,
2003, informing her that she did not get the job, but
that it was being filled by a person in-house. Jerilyn,
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apparently borne by her perception of how well her
interview had gone, doubted the veracity of this
explanation. Instead, she became convinced that the
reason she was turned down for the position was
because Chief Scharf called Chief Thouvenell and
informed him that Jerilyn was suing him in the
instant matter for the divulgence of the text messages
from her husband’s pager.

Plaintiffs then filed the instant suit on February
25, 2003, against Arch Wireless, and a host of go-
vernmental entities and employees — the City of
Ontario, the Ontario Police Department, its Chief of
Police, Lloyd Scharf, and Sergeant Glenn (hereinafter
“governmental defendants”) — asserting federal claims
for violations of the Stored Communications Act and
the Fourth Amendment, and state law claims for
violations of the California constitution, California
Penal Code section 629.86, invasion of privacy, and
defamation.

A. Stored Communications Act

In 1986, Congress passed the Electronic Commu-
nications Privacy Act (“ECPA”) “to afford privacy
protection to electronic communications” by amend-
ing Title 111 to the Omnibus Crime Control and Safe
Streets Act of 1968 (also known as the federal Wire-
tap Act), which up to that point had only provided
statutory protection to land-line “wire and oral com-
munications.” Konop v. Hawaiian Airlines, Inc., 302
F.3d 868, 874 (9th Cir.2002). As part of this package
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of statutory measures to provide some protection to
electronic communications, Congress enacted as Title
Il to the ECPA the Stored Communications Act
(“SCA”), which as its name implies was “designed to
‘address[] access to stored wire and electronic com-
munications and transactional records.”” Id. Towards
that end, the SCA prohibits any “person or entity
providing” either “an electronic communication service”
or a “remote computing service” to “the public” from
“knowingly divulg[ing] to any person or entity the
contents of a communication while in electronic
storage by that service,” or “divulg[ing] a record
or other information pertaining to a subscriber or
customer of such service.” 18 U.S.C. §2702(a). To
fulfill the promise these statutory protections were
meant to afford, Congress allowed a private right of
action to any “person aggrieved by any violation of
this chapter.” 18 U.S.C. § 2707(a). The Ninth Circuit
has noted that, given the statute’s age, preceding as it
did the mass use of the Internet and the world wide
web, its framework at times is “ill-suited to address
modem forms of communication,” oftentimes requir-
ing courts to “struggle[] to analyze problems involv-
ing modem technology within the confines of this
statutory framework, often with unsatisfying re-
sults.” Konop, 302 F.3d at 874. Such a clash of tech-
nology and the current state of the law takes center
stage in this case.

To begin, it is doubtful that any of the govern-
mental defendants as they are currently charged in
the complaint can be held liable for a violation of the



App. 60

SCA. None would fall within section 2702(a)’s prohi-
bition as they do not provide any type of electronic
service to the public. At best, some were involved in
requisitioning such service to be provided to their
employees from Arch Wireless. This factual circum-
stance is far removed from what lies at the heart of
section 2702's prohibitions, where it is even debatable
whether an online retailer is subject to section 2702.
Compare Dyer v. Northwest Airlines Corps., 334
F.Supp.2d 1196 (D.N.D.2004) (holding that ECPA
does not “encompass businesses selling traditional
products and services online”); Andersen Consulting
LLP v. UOP, 991 F.Supp. 1041 (N.D.111.1998) (same)
with United States v. Mullins, 992 F.2d 1472, 1478
(9th Cir.1993) (summarily holding without analysis
that an airline, through its computerized reservation
system, was an electronic communications service
provider). Here, the governmental defendants’ link-
age to the electronic service in question is even more
tenuous — they provide no electronic services them-
selves, but purchase the same from a third party,
Arch Wireless, who in turn provides a service to the
governmental defendants’ employees. Holding that
the governmental defendants are service providers
would stretch the ECPA too far.?

? To the extent the governmental defendants would qualify,
one of the exceptions to the statute’s prohibition — divulgence to
the subscriber by a remote computing service, as the Court
discusses below vis-a-vis Arch Wireless — would apply, thus
further absolving the governmental defendants of liability.
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Plaintiffs seek to ameliorate this defect by ar-
guing that the governmental defendants should be
held liable under section 2703(a), which sets precise
limits on a governmental entity’s attempt to “require
the disclosure by” a service provider “of the contents
of a wire or electronic communication” that “is in
electronic storage.” Reliance on that statutory provi-
sion is misplaced. Section 2703 concerns a govern-
mental entity's attempt to gain information in
electronic storage during the course of a criminal
investigation. This criminal investigation nexus is
manifested by section 2703’s reference to the need for
a grand jury or administrative subpoena before an
electronic communication in storage may be divulged,
functions associated with ongoing criminal investiga-
tions. See 18 U.S.C. 8 2703(b)-(c). Removing all doubt
on this point is the section’s call for a showing from
the government entity that such disclosure is “rele-
vant and material to an ongoing criminal investiga-
tion.” 18 U.S.C. 8 2703(d). Other courts, including the
Ninth Circuit, have similarly commented on the
criminal investigation nexus to section 2703’s prohibi-
tions. See Konop, 302 F.3d at 879 (“Section 2703(a) of
the SCA details the procedures law enforcement must
follow to access the contents of stored electronic
communications, but these procedures are considera-
bly less burdensome and less restrictive than those
required to obtain a wiretap order under the Wiretap
Act” (emphasis added)); see also United States v.
Councilman, 373 F.3d 197, 208-09 (1st Cir.2004)
(remarking on section 2703 being the law enforce-
ment counterpart to the Wiretap Act's protections
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contained in section 2518) (Lipez, J., dissenting),
overruled by 418 F.3d 67 (1st Cir.2005) (en banc).
Section 2703 has no application to an employer, who
happens to be a governmental agency, in its effort to
manage its own workforce by auditing the electronic
equipment provided to its employees to determine
whether they have engaged in workplace malfea-
sance.

This Court accordingly holds that the govern-
mental defendants do not fall within the statutory
prohibitions contained in section 2702(a), that section
2703 has no application to the facts of this case, and,
therefore, those defendants are not liable under the
Act for any disclosure of the contents of the text
messages received or transmitted from Jeff Quon’s
pager.’ This then leaves the service provider’s expo-
sure under the statute.

Arch Wireless has invoked a statutory defense
contained in the SCA that allows for the disclosure of

° Nowhere in their complaint have plaintiffs alleged, nor in
their pleadings have they argued, that the governmental
defendants should be held liable under section 2707 for aiding
and abetting a violation of the statute. See In re American
Airlines, Inc. Privacy Litigation, 370 F.Supp.2d 552, 556 n. 10
(N.D.Tex.2005) (assuming arguendo that such aiding and
abetting liability is possible under the statute). Liability is
premised solely on the governmental defendants being a prin-
cipal in the violation of the statute, hence the plaintiffs’ citation
to section 2703's prohibition against acts directly committed by
law enforcement in seeking the contents of stored electronic
files.
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the contents of an electronic communication held in
electronic storage when it is done “with the lawful
consent of the originator or an addressee or intended
recipient of such communication [in the case of an
electronic communication service], or the subscriber
in the case of remote computing service.” 18 U.S.C.
8 2702(b)(3). Arch Wireless argues that it falls within
this exception as it provided a remote computing
service and divulged the contents of the text mes-
sages on the pager to the subscriber of that service,
the City of Ontario. No dispute exists that the City
was a subscriber under the statute. What is disputed
is whether the service provided by Arch Wireless —
that is, of being able to retrieve for its subscribers
text messages that have been sent over its communi-
cation network and are held in long-term electronic
storage on its computers — constitutes a remote com-
puting service or, rather, is more properly character-
ized as an electronic communication service. If the
former, then the City’s consent would serve to absolve
Arch Wireless of liability as it was the subscriber to
the service. If the latter, then the City’s consent is to
no avail as only the consent of the originator or
intended recipient of such a message (in this case, the
plaintiffs themselves) would suffice for the exception

to apply.

A remote computing service is defined by the
statute as “the provision to the public of computer
storage or processing services by means of an elec-
tronic communication system.” 18 U.S.C. § 2711(2).
The term “electronic communication system” referenced
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in the definition in turn means, among other things,
“any computer facilities or related electronic equip-
ment for the electronic storage of such [electronic]
communications.” 18 U.S.C. § 2510(14). By way of
comparison, an electronic communications service is
labeled as one “which provides to users thereof the
ability to send or receive wire or electronic communi-
cations.” 18 U.S.C. § 2510(15).

The service Arch Wireless provides allegedly
meets the statutory definition for a remote computing
service as it stored the contents of text messages
on its computer — the “computer storage” spoken of
in the statute — utilizing Arch Wireless’ computer
network via wire and/or radio facilities — the “elec-
tronic communication system” noted in the statute.
To that end, Arch Wireless compares what it provided
to the City of Ontario to that of e-mail, a comparison
which the governmental defendants have made both
before and after the litigation in this case ensued.
The comparison to e-mail is predicated upon Arch
Wireless providing long-term storage on its computer
network of the text messages sent and received on the
City-owned pagers utilizing its communication net-
work. (Def. Arch Wireless Reply at 1 (noting that
“opened e-mail that remains on an electronic commu-
nications service provider’s system after transmission
and receipt be covered by the provisions of the statute
relating to ‘remote computing services.’' . .. Here, the
messages sent to Jeff Quon’'s city-owned pager had
already been ‘opened’ and read by Jeff Quon at the
time the pager transcripts were requested by the
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City. As such, ... Arch was providing a ‘remote com-
puting service’ and the statutory exception to liability
should apply to Arch”)). That Arch Wireless would
attempt to make such a comparison is understand-
able given that e-mail is mentioned repeatedly in
conjunction with a remote computing service in the
legislative history surrounding the passage of the
SCA. See H.R. RPT. NO. 99-647, at 64-65 (1986), S.
RPT. NO. 99-541, at 3.

The comparison, however, is not a perfect fit. As
Mr. Niehamp’s declaration makes clear, a message
carried over the Arch Wireless network is archived on
the company’s computer for long-term storage where
it can be retrieved later by company personnel at the
request of the pager’s subscriber, in this case the City
of Ontario. While this may have the same end result
as an e-mail service, in the sense that a message can
be recalled that is stored in a third-party’s computer
network, there is a notable difference. None of the “e-
mailed” text messages stored on Arch Wireless’ net-
work could be directly retrieved or re-accessed by the
subscriber or user after having been opened as is the
case with traditional e-mail. Rather, such retrieval
occurs only with the assistance of Arch Wireless
personnel who, at the behest of the subscriber or user,
access the company’s network and generate paper
copies of the text messages in question that in turn is
sent to the customer. Arch Wireless’ service therefore
cannot be thought of as being e-mail. The question
thus becomes whether this direct accessibility feature
associated with traditional e-mail is a component
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necessary for a service to be considered a remote
computing service, and, if not, whether the distinc-
tions that do exist in the statute make the service
provided by Arch Wireless more akin to a remote
computing service or not.

Plaintiffs argue that such inter-connectivity is
mandated, claiming that for something to qualify as a
remote computing service subscribers must be able to
directly access the stored messages on their own
without the need for the intervention on the part of
the service providers’ personnel. Nothing in the
statute’s text requires such a direct accessibility com-
ponent to the service. Again, the statute’s definition
provides that for something to be considered a remote
computing service it need only provide “computer
storage or processing services” to the public by utiliz-
ing “computer facilities or related electronic equip-
ment.” Nowhere does the definition cabin itself to
who or how that computer system is accessed. Rather,
it allows equally for a computer system that is simply
located at an off-site facility separate from the sub-
scriber’s work site to suffice as it does for one that
also provides for a remote access to that computer
system by subscribers of the service. That being said,
defendants do acknowledge that reference to the
statutory text is “nebulous” as to the accessibility
argument. (Def. Arch Wireless's Reply at 1).

To assist the Court in answering this question
the parties have brought to the Court’s attention a
district court opinion that, it is asserted, “construed”
the statutory language at issue. See Steve Jackson
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Games, Inc. v. United States Secret Service, 816
F.Supp. 432 (S.D.Tex.1993). That court’s opinion was
long on conclusion but short on substance. There the
court simply declared, without analysis, that the
computer system in that case “was a ‘remote compu-
ting service,’” but never explained why this was so.
Id. at 443. Looking to the facts from that case sheds
even less light on what distinguished the system in
guestion as being a remote computing service. The
system (and the corresponding electronic communica-
tions) in question — an e-mail service run on a com-
puter bulletin board — was accessible by the user
without the intervention of the web manager of the
bulletin board: “[T]he [board] also offered customers
the ability to send and receive private e-mail. Private
e-mail was stored on the [board’s] computer’s hard
disk drive temporarily, until the addressees ‘called’
the [board] (using their computers and modems) and
read their mail. After reading their e-mail, the recip-
ients could choose to either store it on the [board’s]
computer’s hard drive or delete it.” Steve Jackson
Games, Inc. v. United States Secret Service, 36 F.3d
457, 458 (5th Cir.1994). With such a factual backdrop,
nothing in that court’s conclusory holding even re-
motely suggests that it depended on a finding that a
remote computing service could or could not exist
absent this direct accessibility by the users and/or
subscribers. Such accessibility was inherent in the
computing system under review before the court in
that case and hence, without further elaboration by
the court, was not critical to its analysis.
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This leads the Court to the statute’s legislative
history. During the passage of the ECPA both the
Senate and the House of Representatives issued
reports commenting on various aspects of the legisla-
tion, including the reference to “remote computer
services.” Congress noted that the purpose for the
passage of the ECPA was “to update and clarify
Federal privacy protections and standards in light of
dramatic changes in new computer and telecommuni-
cations technologies.” S. RPT. No. 99-541, at 1 (1986).
Toward that end Congress sought to harmonize the
existing statutory framework with the technology and
industry standards as they existed in 1987. Congress
described such cutting edge technology, which from a
modern-day readers perspective would seem anti-
guated, as follows:

Today we have large-scale electronic mail op-
erations, computer-to-computer data trans-
missions, cellular and cordless telephones,
paging devices, and video teleconferencing. A
phone call can be carried by wire, by micro-
wave or fiber optics. It can be transmitted in
the form of digitalized voice, data or video.
Since the divesture of AT & T and deregula-
tion, many different companies, not just
common carriers, offer a wide variety of tele-
phone and other communications services. It
does not make sense that a phone call
transmitted via common carrier is protected
by the current federal wiretap statute, while
the same phone call transmitted via a pri-
vate telephone network such as those used
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by many major U.S. corporations today,
would not be covered by the statute.

S. RPT. NO. 99-541, at 3 (1986). Given Congress’
understanding of the technological milieu in which it
was legislating, it is not hard to understand the
Ninth Circuit’'s observation that the ECPA has be-
come increasingly difficult to square with more
modern technological methods of communication. It is
equally obvious from the quotation above that Con-
gress had no conception of the type of communication/
storage system at issue in this case when it drafted
the statute.

What Congress did clearly intend, even with its
1987 understanding of the relevant communication
technology, was for the statute to cover what it consi-
dered at the time to be the two relevant technologies
used by businesses and individuals — those which
were devoted to direct person to person communica-
tions via private or common carriers, and those
communications involving computers. This distinc-
tion carried over in Congress’ drafting of the SCA.

Under the SCA, the centrality a computer plays
in facilitating the communication is key to Congress’
definition of a remote computing service. The word
“computer” is used exclusively in the statute when
speaking of a remote computing service, be it for
storage or processing, or for the related “computer
facilities” required to accomplish the communications’
storage. It is the one of the few means Congress used
to identify and distinguish the definition of a “remote
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computing service” from an “electronic communica-
tion service.” Accordingly, the Court finds that, at a
minimum, a computer must play a central role in
facilitating the storage of the communication, as the
legislative history makes clear that the incidental use
of computers in providing the service in question was
not envisioned by Congress as constituting a remote
computing service: “Remote computing services is not
intended to apply to computer services offered by the
various telephone company central offices in connec-
tion with the routing of telephone calls (such as speed
dialing, call forwarding, and three-way dialing).” H.R.
RPT. NO. 99-647, at 75 (1986).

The central role Arch Wireless' computer facili-
ties played in accomplishing the storage of the text
messages, and then recalling the same upon request
by the City, is not challenged in this case, and for that
reason places the service they provided closer to a
remote computing service. That said, this distinction
has lost much of its salience since the passage of the
ECPA as computers have become increasingly more
central to the operation of various forms of electronic
communication. Defense counsel acknowledged at oral
argument that such a means of distinguishing between
the two statutory terms has become “blurred by the
progression of technology” such that, in her view, no
“viable” means of differentiating the two exists.
Plaintiffs seize upon defense counsel's gloomy as-
sessment as proof positive that their interpretation of
the statute is necessary lest the statutory terms
become meaningless.
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To begin, the Court does not share defense coun-
sel's view that the statutory terms have become
obsolete as, for the reasons outlined below, at least
one other distinguishing and still salient characteris-
tic exists. Similarly, plaintiffs’ efforts to breathe life
into the statutory terms through a direct accessibility
corollary may have the virtue of maintaining a statu-
tory distinction, but it carries with it the vice of
having no support in the statute’s text or legislative
history.

The legislative history reveals that Congress
understood that e-mail had a direct accessibility
component, but its recognition of this fact was more a
matter of describing how e-mail worked than in
defining what was needed for a service to qualify as a
remote computing service:

In the case of either electronic mail or voice
mail, the sender — a user of the service — has
necessarily authorized the addressee’s access
to the message. The addressee’s acquisition
of the message is therefore clearly within the
contemplation of section 2701(c)[, excepting
from the statute’s prohibitions “conduct autho-
rized . . . by a user of that service with respect
to a communication of or intended for that
user”]. Sometimes the addressee, having re-
guested and received a message, chooses to
leave it in storage on the service for re-access
at a later time. The Committee intends that,
in leaving the message in storage, the ad-
dressee should be considered the subscriber
or user from whom the system received the
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communication for storage, and that such
communication should continue to be covered
by section 2702(a)(2)[, concerning divulgence
of communications held in storage on remote
computing services].

H.R. Rpt. No. 99-647, at 64-65 (1986) (emphasis
added). Nothing in this passage even remotely speaks
to Congress expressing a view that only directly
accessible electronic communications qualified as a
remote computing service. The passage simply de-
scribes matter of factly how e-mail operates, and then
notes that the retrieval of messages held in long-term
storage on the computer after being opened still fall
within the purview of a remote computing service.
The accessibility of the e-mail was not critical to this
conclusion; rather, it is the question of storage that is
key to understanding Congress’ conclusion that the e-
mail service in guestion remained a remote comput-
Ing service.

One need look to another section of the legisla-
tive history to determine that this is so. The Senate
Report recognized the possibility that such informa-
tion in computer storage could be accessible by the
subscriber/user, but it also recognized that such
access can be given by the service provider after
information has been supplied to it by the subscriber
or customer. S. RPT. NO. 99-541, at 10-11 (1986).
Must such relaying of information by the subscribers
or customers be done by them accessing the subscrib-
er's network or logging a request for the same on
their computer network, or can it be phoned in (as in
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this case)? Congress’ answer was the latter. The
Senate Report noted that computer storage in off-site
facilities operated by service providers provide “so-
phisticated and convenient computing services to
subscribers and customers from remote facilities” by
allowing “processing [to be] done with the customer or
subscriber using the facilities of the remote compu-
ting service in essentially a time-sharing arrange-
ment, or it can be accomplished by the service
provider on the basis of information supplied by the
subscriber or customer. Data is most often transmitted
between these services and their customers by means
of electronic communication.” S. RPT. NO. 99-541, at
10-11 (1986) (emphasis added). Congress viewed the
storage of such information on the service provider’s
off-site computer to be the critical factor; how that
information came to exist on the service provider’s
computer, or how that information was later trans-
ferred from the provider’s computer to the subscriber
does not appear material. The Senate Report's men-
tion that use of electronic communication to share or
transmit this information was “often” the means of
transmission necessarily means that it need not
always have to be accomplished that way. The send-
ing of written or telephonic requests for transcripts of
what is contained on a service provider’s computer
network can similarly accomplish the processing/
storage function contemplated by the statute. That
Congress would sanction such a means of transmis-
sion in a remote computing service casts aside plain-
tiffs’ push for a direct accessibility gloss to the
statute.
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Refusing to apply plaintiffs’ statutory gloss
does not mean, even with the widespread and perva-
sive use of computers in facilitating electronic com-
munications in the modern day, that the statutory
terms do not remain salient. There is another distinc-
tion the statute, as it has been interpreted by the
courts, draws between the two terms, and one that
is not that surprising given the SCAs name and
purpose — the length of and the purpose for the stor-
age.

Courts have interpreted the federal wiretap
statute to exclude from its coverage the storage of
electronic communications no matter how short that
storage may entail. See Konop, 302 F.3d at 876 (pro-
viding a “narrow definition” of intercept for purposes
of the federal wiretap statute such that only the
“acquisition of a communication,” be it wire or elec-
tronic, “contemporaneous with the transmission” of
that communication falls within the scope of the
wiretap statute). Thus, in Konop the court held that
the “acquisition of email messages stored on an
electronic bulletin board system, but not yet retrieved
by the intended recipients, was not an interception
under the wiretap act.” Id. Rather, even such transi-
tory storage of electronic communications lasting only
a few seconds fell within the SCA’s provisions:

Storage is a necessary incident to the trans-
mission of electronic communications. Email
and other electronic communications are
stored at various junctures in various com-
puters between the time the sender types the
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message and the recipient reads it.... It is
therefore argued that if the term ‘intercept’
does not apply to the en route storage of elec-
tronic communications, the wiretap act’s
prohibition against ‘intercepting’ electronic
communications would have virtually no ef-
fect. While this argument is not without ap-
peal, the language and structure of the ECPA
demonstrate that Congress considered and
rejected this argument. Congress defined
‘electronic storage’ as any temporary, inter-
mediate storage of a wire or electronic com-
munication incidental to the electronic
transmission thereof, 18 U.S.C. § 2510(17)(A),
indicating that Congress understood that
electronic storage was an inherent part of
electronic communication. Nevertheless, ...
Congress chose to afford stored electronic
communications less protection than other
forms of communication.

Id. at 878 n. 6. That the storage of electronic commu-
nications was confined to the provisions in the SCA
was a conscious choice by Congress, as it “deliberately
structured [the ECPA] to afford electronic communi-
cations in storage less protection than other forms of
communication.” Id. at 877 (emphasis in original).
The removal of all stored communications from the
coverage of the wiretap statute makes the treatment
of stored communications one of the principal focus
points in interpreting the SCA. See id. at 888 (Rein-
hardt, J., dissenting) (noting that the court’s decision
meant that “all acquisitions of the contents of elec-
tronic communications would escape the intercept
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prohibition [contained in the wiretap statute] entire-
ly”). That this is so is not surprising given that the
“ECPA . .. created the SCA for the express purpose of
addressing ‘access to stored . . . electronic communica-
tions and transactional records.’” Id. at 879. It there-
fore should come as no surprise that differences in
the length of or the purpose for storing the electronic
communication in question would be used by the SCA
to differentiate whether the service in question was a
remote computing service or an electronic communi-
cation service.

The Ninth Circuit in Theofel v. Farey-Jones, 359
F.3d 1066 (9th Cir.2004), drew such a distinction in
differentiating between a remote computing service
and an electronic communication service. In this
regard the court used one of the definitions for the
term “electronic storage” in section 2510(17):

Our interpretation [of what constitutes elec-
tronic storage for purposes of the federal
Wiretap Act] also does not render irrelevant
the more liberal access standards governing
messages stored by remote computing ser-
vices. The government's premise is that a
message stored by a remote computing ser-
vice “solely for the purpose of providing stor-
age or computing processing services to [the]
subscriber” would also necessarily be stored
for purposes of backup protection under sec-
tion 2510(17)(B) [of the Federal Wiretap Act],
and thus would be subject to the more strin-
gent rules governing electronic storage [un-
der the Federal Wiretap Act]. But not all
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remote computing services are also electronic
communications services and, as to those
that are not, section 2510(17)(B) is by its own
terms inapplicable. The government notes
that remote computing services and electron-
ic communications services are ‘often the
same entities,” but ‘often’ is not good enough
to make the government's point. Even as to
remote computing services that are also elec-
tronic communications services, not all stor-
age covered by sections 2702(a)(2)(B) and
2703(b)(2)(B) is also covered by section
2510(17)(B)][, setting forth more rigorous access
standards for messages stored either tempo-
rarily or for purposes of backup protection
under the federal Wiretap Act]. A remote
computing service might be the only place a
user stores his message; in that case, the
messages are not stored for backup purposes.

Id. at 1076-77.

Theofel’'s distinction — that the placement of an
electronic communication in storage for backup
protection keeps the service in question from being a
remote computing service — was predicated on the
definition of electronic storage contained in section
2510(17)(B). Such reference provides guidance in this
case as well. Subsection (17)(A) states that electronic
storage includes the “temporary, intermediate storage
of a wire or electronic communication incidental to
the electronic transmission thereof.” Theofel’'s reason-
ing that section 2510(17) de-marks a means for
excluding certain services from the coverage of a
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remote computing service would presumably also
consider that such intermediate or incidental storage
of electronic communications is similarly not consi-
dered a remote computing service. Absent the type of
storage listed in section 2510(17), the only type of
storage left available for a remote computing service
to provide is long-term storage of communications not
incidental to the transmission of the communication
itself and not meant for backup protection. Arch
Wireless’ service would meet this definition. The
storage is long-term, is not incidental to the trans-
mission of the communication itself, and is not meant
for backup protection but apparently as the single
place where text messages, after they have been read,
are archived for a permanent record-keeping mechan-
ism.

Such a distinction makes a great deal of sense
when considered in conjunction with other portions of
the SCA. Section 2702(b)(3), for instance, exempts
from the SCA's prohibition situations in which con-
sent of the sender or receiver of an electronic commu-
nication has been given. This exception, however, only
applies in the context of an electronic communication
service. By confining electronic communication ser-
vices to, among other things, the incidental storage of
communications in the transmission of communica-
tions, the statute’s exception is reasonable. Consent
would be limited to the individuals who are closest in
time to the storage — the cause generis for the sta-
tute’s prohibitions. Such a common sense approach
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would be placed into question if an electronic com-
munication service could be said to provide long-term
storage of communications as well because there
would be no need to distinguish between the send-
ers/receivers of the message, on the one hand, and the
subscribers to the service, on the other.

This leads to another point that neither side in
this case acknowledges — that Congress recognized
that service providers can offer a wide variety of
different services, each one being characterized dif-
ferently under the statute; the fact that the services
are provided by one provider does not transform the
characteristics of each service in question. As
the Senate Report acknowledges, “different aspects
of the same communication might be characterized
differently” because “the transmission of data over
the telephone is an electronic communication,” but “if
the parties use the line to speak to one another
between data transmissions, those communications
would be wire communications.” S. RPT. NO. 99-541,
at 16 (1986). By the same token, different aspects of
what is provided by a service provider may be charac-
terized differently. The service allowing, for example,
a person to transmit text messages from their pager
to the recipient’'s pager and for the recipient to read
that message may very well be the provision of an
electronic communication service. The subsequent
long-term storage of that message on the service
provider’'s computer system for record-keeping pur-
poses by the subscriber may be something entirely
different, say a remote computing service. Indeed, the
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legislative history reveals that Congress understood
such a duality as being possible given the vast array
of services a provider could offer: “Existing telephone
companies and electronic mail companies are provid-
ers of electronic communication services. Other
services like remote computing services may also
provide electronic communication services.” S. RPT.
NO. 99-541, at 14 (1986).

The parties in this case apparently take an “all or
nothing” approach in characterizing what Arch Wire-
less provided to the City — either the provision of text-
messaging pager/transcript retrieval service was a
remote computing system or it was an electronic
communications system. From the Court’s reading of
the legislative history, Congress took a middle course
that was predicated both on whether the use of a
computer was central to the service in question as
well as the length of and purpose for storage of the
electronic communication in question. Certain as-
pects of Arch Wireless’ service — the provision of text
messaging (perhaps including the 72-hour short-term
storage of such messages before they are opened and
read by the recipient) — were the provision of purely
electronic communications system, while others — the
retrieval of the contents of those text messages kept
in long-term storage on its computer network after
they had been received — were that of a remote com-
puting service. Given that it is the latter service that
is at issue in this case, the Court finds that section
2702(b)(3)’s subscriber exception applies.
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This finding has wider implications for plaintiffs’
state law invasion of privacy and state constitutional
claims against Arch Wireless. Those claims are predi-
cated entirely upon Arch Wireless’ role in turning
over the transcripts of Jeff Quon’s pager to the gov-
ernmental defendants. Arch Wireless asserts that, in
light of the Court's above finding, such a claim is
preempted by the SCA. In essence, Arch Wireless
contends that it cannot be held liable for something
(turning over the pager transcripts per the request of
the pager’s subscriber, the City) that is specifically
condoned by the SCA. This argument has great
appeal.

As the Ninth Circuit described the preemption
doctrine:

Congress may preempt state law in several
different ways. Congress may do so expressly
(express preemption). Even in the absence of
express preemptive text, Congress’ intent to
preempt an entire field of state law may
be inferred “where the scheme of federal reg-
ulation is sufficiently comprehensive to make
reasonable the inference that Congress ‘left
no room’ for supplementary state regulation”
(field preemption). State law also is pre-
empted “when compliance with both state
and federal law is impossible,” or if the oper-
ation of state law “‘stands as an obstacle to
the accomplishment and execution of the full
purposes and objectives of Congress’'” (con-
flict preemption).
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In re Cybernetic Servs., Inc., 252 F.3d 1039, 1045-46
(9th Cir.2001).

Here, the type of preemption in question is one of
express preemption. “Express preemption occurs
when Congress enacts a statute that expressly com-
mands that state law on the particular subject is
displaced.” Gadda v. Ashcroft, 377 F.3d 934, 944 (9th
Cir.2004). “The purpose of Congress is the ultimate
touchstone in any preemption analysis, so we look
first and foremost to Congress’ express statement of
its intent,” and even then in deducing what Congress
meant to preempt “often resembles an exercise in
implied preemption analysis.” Metrophones Telecom-
munications, Inc. v. Global Crossing Telecommunica-
tions, Inc., 423 F.3d 1056, 1071-72 (9th Cir.2005).

Section 2708 in the SCA provides that, other
than pursuit of federal constitutional violations, the
remedies outlined in the SCA are the exclusive ones a
party may pursue in court for conduct covered by the
statute: “The remedies and sanctions described in
this chapter are the only judicial remedies and sanc-
tions for nonconstitutional violations of this chapter.”
Congress’ command in enacting section 2708 is clear:
Only those remedies outlined in the SCA are the
ones, save for constitutional violations, that a party
may seek for conduct prohibited by the SCA. The SCA
thus displaces state law claims for conduct that is
touched upon by the statute, such as in divulging
stored electronic communications to third parties.
One federal district court, in an unpublished decision,
has cited to section 2708 to hold that the statute
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completely preempts state law claims arising from
conduct covered by the SCA. See Muskovich v. Crowell,
1995 WL 905403, at *1 (S.D.lowa March 21, 2005)
(“In section 2708, Congress unequivocally expressed
an intent to ‘occupy the field’ and provide the exclu-
sive remedies for conduct regulated by ECPA”). On
that point the Court agrees with Muskovich that, in
enacting the SCA, Congress left no room for supple-
mentary state regulation for conduct covered by the
statute. There are other indicia in the statute itself
that evinces Congress’ effort to make suits to enforce
or seek redress for the statute’s prohibitions the
exclusive ones for parties to pursue. The intricacies of
the regulatory scheme crafted by the ECPA (and the
SCA) are fairly comprehensive: Regulating private
parties conduct, law enforcement efforts to uncover
stored electronic communications, and devising a
fairly complicated scheme to accomplish both, includ-
ing a private right of action for violations of the
statute’s provisions. In light of the breadth of the SCA
regulatory scheme and the clear command concerning
the exclusivity of remedies (aside from federal consti-
tutional claims) contained in section 2708 for conduct
covered by the statute, it stands to reason “that
Congress ‘left no room’ for supplementary state
regulation.” Cybernetic, 252 F.3d at 1045.

Rather than responding to Arch Wireless' argu-
ment, plaintiffs argue that the SCA limits its preemp-
tive scope to those matters outlined in section 2707(e)
of the statute. Their argument is off mark. Section
2707(e) provides a good faith defense to liability
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under the SCA, but in no way seeks to limit or con-
fine the preemptive impact the SCA would have on
related state law claims. Here, the Court has already
found that Arch Wireless is not liable under the
statute. The intricacies of whether Arch Wireless is
also entitled to a good faith defense to liability is
therefore not only a moot point — they are not liable
under the statute to begin with — but again says
nothing to dampen section 2708's preemptive effect
with respect to plaintiffs’ state law claims against
Arch Wireless.

Accordingly, the Court GRANTS summary
judgment to all the defendants on plaintiffss SCA
claim and to Arch Wireless on plaintiffs’ state inva-
sion of privacy and state constitutional claims.
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B. Fourth Amendment’

Aside from the statutory concerns raised by the
auditing of Jeff Quon’s pager lies a constitutional
guestion — Was the seizure of these text messages
unreasonable per the Fourth Amendment?

The Fourth Amendment, as applied to the States
and municipalities through the Fourteenth Amend-
ment, see South Dakota v. Opperman, 428 U.S. 364,
365, 96 S.Ct. 3092, 49 L.Ed.2d 1000 (1976), protects
the “right of the people to be secure in their persons,
houses, papers, and effects, against unreasonable
searches and seizures....” A person has Fourth
Amendment rights only in those areas and items

* Given that the arguments lodged by the governmental
defendants against plaintiffs’ invasion of privacy claim and state
constitutional claim are the same as those pressed against
plaintiffs’ Fourth Amendment claim, see Defs’ Mot. Summ. J. at
33-38, the Court will confine its discussion to the Fourth Amend-
ment. See Sacramento County Deputy Sheriffs Ass’n. v. County of
Sacramento, 51 Cal.App.4th 1468, 1487, 59 Cal.Rptr.2d 834
(1996) (“Here, we conclude there was no ‘offensive’ conduct
supporting tort liability [for invasion of privacy], for the same
reasons there is no constitutional deprivation”). Defendants’
argument that the audit was not a serious invasion of plaintiffs’
privacy is nothing more than a repackaging of their argument
that plaintiffs could have no reasonable expectation of privacy in
such communications. (Defs’ Mot. Summ. J. at 39 (claiming no
serious invasion of privacy as “equipment owned by employer,”
such monitoring is “very typical in today’'s workplace” and “it
was authorized by the City policies” to which plaintiffs “were
aware and had consented to0”)). As such it too would fail if the
Court would hold, as it does, that plaintiffs did have a reasona-
ble expectation of privacy in those communications.
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where he or she has “an expectation of privacy that
society is prepared to consider reasonable.” O’'Connor
v. Ortega, 480 U.S. 709, 715, 107 S.Ct. 1492, 94
L.Ed.2d 714 (1987). The reasonableness of a govern-
ment employee’s expectation of privacy in his or her
workplace was addressed by the Supreme Court in
Ortega. There the court began with the proposition
that “[i]ndividuals do not lose Fourth Amendment
rights merely because they work for the government
instead of a private employer.” Id. at 717, 107 S.Ct.
1492. That said, some expectations of privacy held by
public employees may be unreasonable due to the
“operational realities of the workplace.” Id. For
instance, “[p]ublic employees’ expectations of privacy
... may be reduced by virtue of actual office practices
and procedures, or be legitimate regulation.” Id. In
any event, “[g]iven the great variety of work envi-
ronments in the public sector, the question whether
an employee has a reasonable expectation of privacy
must be addressed on a case-by-case basis.” Id. at
718, 107 S.Ct. 1492.

Even if a public employee has a reasonable
expectation of privacy in the area or item searched by
his or her governmental employer, the inquiry does
not end there. The Court must still assess the rea-
sonableness of the search conducted by the govern-
mental employer: “[PJublic employer intrusions on
the constitutionally protected privacy interests of
government employees for noninvestigatory, work-
related purposes, as well as for investigations of
work-related misconduct, should be judged by the
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standard of reasonableness under all the circums-
tances.” Id. at 725-26, 107 S.Ct. 1492. Evaluation of
the reasonableness of such an intrusion is gauged by
looking to “the inception and the scope of the intru-
sion.” Id. at 726, 107 S.Ct. 1492. “A search of an
employee’s office by a supervisor will be justified at
its inception when there are reasonable grounds for
suspecting that the search will turn up evidence that
the employee is guilty of work-related misconduct, or
that the search is necessary for a noninvestigatory
work-related purpose such as to retrieve a needed
file.” 1d. A search is considered reasonable in its scope
when “the measures adopted are reasonably related
to the objectives of the search and not excessively
intrusive in light of the nature of the misconduct.” Id.

1. Auditing Quon’s Pager

The parties debate whether Jeff Quon (and the
remaining plaintiffs by extension) had a reasonable
expectation of privacy in the text messages sent to
and from his pager.” Both sides acknowledge that the

° Before addressing the merits of the parties’ arguments, it
appears that one of the remaining plaintiffs, Doreen Klein, has
no stake in this claim. She did not send or receive text-messages
from Quon; therefore, the auditing of Quon’s pager in no way
invaded her privacy or amounted to a search or seizure in
violation of her Fourth Amendment rights. Defendants have
moved to have Klein dismissed as a plaintiff in this matter, and
plaintiffs have not filed anything contesting that result. There-
fore, insofar as Klein is seeking to press a Fourth Amendment
claim against the governmental defendants for auditing of

(Continued on following page)
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pager was owned by the City, not Quon; they ac-
knowledge that both written and verbal directives
had been issued to Quon, through which the police
department reserved the right to audit the contents of
the text messages sent and received by the pager; and
that Lieutenant Duke had implemented an unwritten
policy of foregoing auditing an employee’s city-issued
pager so long as he or she agreed to pay the overage
charges incurred for utilizing the pager for personal
use. In light of this agreed-upon factual milieu, it is
for the Court then to determine the purely legal
guestions of (1) whether Quon had a reasonable
expectation that any personal messages he sent or
received over the pager would remain private; (2) the
reasonableness of the audit; and (3) whether Chief
Scharf is entitled to qualified immunity

(a) Reasonable Expectation of Privacy

A public employee’s expectation of privacy is
judged against the “operational realities of the
workplace” in which the employee works.® Ortega, 480
U.S. at 715, 107 S.Ct. 1492. The Court would agree
with defendants’ position that Quon would have no

Quon’s pager, the governmental defendants are awarded sum-
mary judgment.

° Neither party disputes that Quon (and by extension the
other plaintiffs) had a subjective expectation of privacy in the
text-messages sent or received on the pagers. Accordingly, the
Court shall confine its analysis to whether that expectation of
privacy was objectively reasonable.
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such reasonable expectation of privacy if all that was
before it was the fact that Quon had been informed in
writing and in person that the City considered the
use of the pagers to fall within its e-mail policy, and
that the City would monitor the use of its pagers,
including auditing what messages were sent and
received by them at any time. All of this would have
put any employee on fair notice that the communica-
tions that were transmitted over the pager were, in
essence, open to the public for view. See Ortega, 480
U.S. at 719, 107 S.Ct. 1492 (noting that expectation of
privacy not reasonable where employer has a “regula-
tion or policy discouraging employees . . . from storing
personal papers and effects in their desk or file
cabinets”); Schowengerdt v. General Dynamics Corp.,
823 F.2d 1328, 1334, 1335 (9th Cir.1987) (agreeing
that “public employees’ expectations of privacy may
be reduced by virtue of actual office practices and
procedures” such as “notice from his employer that
searches of the type to which he was subjected might
occur from time to time for work-related purposes”).

Thus, for instance, in Bohach v. City of Reno, 932
F.Supp. 1232, 1234-35 (D.Nev.1996), the district court
held that a department memorandum informing
employees that messages sent on city-issued pagers
would be logged on the department’s network and
that certain types of messages were banned in con-
junction with the fact that such recording of messages
is “part of the ‘ordinary course of business’ for police
departments” diminished any expectation of privacy
the employee had in what he sent or received on his
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pager. Similarly, in United States v. Ziegler,, 456 F.3d
1138 (9th Cir.2006), the Ninth Circuit held that a
company’s ownership of the employee’s workplace
computer, the regular monitoring of the use of the
employees’ workplace computers, the issuance of a
company policy announcing that such monitoring
would take place, and the dissemination to its em-
ployees of a prohibition from using the computer for
private use defeated any objective expectation of
privacy those employees may have had in their
workplace computers. Id. at 1146.

This “operational reality,” however, was funda-
mentally transformed by Lieutenant Duke’s conscious
decision not to enforce this policy. Apparently not
wanting to devote resources to reviewing the contents
of text messages sent or received from pagers that
exceeded the monthly character limit, Lieutenant
Duke made it clear to the staff, and to Quon in par-
ticular, that he would not audit their pagers so long
as they agreed to pay for any overages. Given that
Lieutenant Duke was the one in charge of adminis-
tering the use of the city-owned pagers, his state-
ments carry a great deal of weight. Indeed, before the
events that transpired in this case the department
did not audit any employee’s use of the pager for the
eight months the pagers had been in use. This
was true even when overages were involved. Lieuten-
ant Duke in effect turned a blind eye to whatever
purpose an employee used the pager, thereby vitiat-
ing the department’s policy of any force or substance.
By doing so, Lieutenant Duke effectively provided
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employees a reasonable basis to expect privacy in the
contents of the text messages they received or sent
over their pagers; the only qualifier to guaranteeing
that the messages remain private was that they pay
for any overages. See United States v. Slanina, 283
F.3d 670, 677 (5th Cir.2002) (“given the absence of a
city policy placing Slanina on notice that his comput-
er usage would be monitored and the lack of any
indication that other employees had routine access to
his computer, we hold that Slanina’s expectation of
privacy was reasonable”); Leventhal v. Knapek, 266
F.3d 64, 74 (2nd Cir.2001) (holding employee had
reasonable expectation of privacy in “storing personal
items in his office computer” where, despite employ-
er’s policy prohibiting use of state equipment “for
personal business,” employer acknowledged that
“employee would not violate state policies by keeping
a personal checkbook in an office drawer, even though
it would take up space there”); Adams v. City of Battle
Creek, 250 F.3d 980, 984 (6th Cir.2001) (noting no
diminished expectation of privacy where “defendants
... did not routinely monitor officer’s pagers or give
notice to officers that random monitoring of their
department-issued pagers was possible” and “where
the policy” against “personal use” of such pagers “had
not been enforced”); Cf. Ziegler, 456 F.3d 1138, 1144 n.
10 (recognizing that situation would be fundamental-
ly different where “employer failed to implement a
policy limiting personal use of or the scope of privacy
in the computers, or had no general practice of rou-
tinely conducting searches of the computers”).
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That the pager in question was owned by the
City adds nothing by itself to the analysis. A per se
rule that public employees cannot have a reasonable
expectation of privacy when using property owned by
their employer would be at odds with the Supreme
Court’s holding in Ortega. There the Supreme Court
held unanimously that the employee could have a
reasonable expectation of privacy in the personal
items he stored in a desk that was presumably owned
by his employer. Id. at 719, 107 S.Ct. 1492. Expecta-
tions of privacy are not tied up by reference to proper-
ty law. See Katz v. United States, 389 U.S. 347, 352,
88 S.Ct. 507, 19 L.Ed.2d 576 (1967); Schowengerdt,
823 F.2d at 1333 (“Fourth Amendment privacy inter-
ests do not, however, turn on property interests. . ..
the [United States Supreme] Court rejected the
contention that those who seek to invoke Fourth
Amendment protections must have a property right
in the area searched”). As the Ninth Circuit recently
explained in Ziegler: “We do not hold that company
ownership of the computer is alone sufficient to
defeat an expectation of privacy. ... As always, the
issue depends on what expectations may reasonably
coexist with that ownership.” 456 F.3d 1138, 1146 n.
11. Here, any lessened expectation of privacy in one’s
pager messages due to it belonging to the City was
canceled out by what the City, through Lieutenant
Duke, communicated to its officers on how they could
use that equipment.

Similarly, defendants’ plea that the use of such
equipment in the workplace is entitled to a lesser
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expectation of privacy given “community” or “social
norms” — specifically, that “with the proliferation of”
various electronic communication systems “in the
work place, it is extremely common for employers to
monitor employee usage of these devices and sys-
tems” — loses its salience in light of the particular
circumstances of this case. (Gov't Defs’ Mot. Summ. J.
at 36). Appeals to broad societal norms quickly give
way once an employer, like the defendants in this
case, promulgates and announces a policy to its
employees detailing how much privacy to expect in
using specified equipment. At that point such general
norms are trumped by the particular norm that was
implemented in the work place in question. See
Ziegler, 456 F.3d 1138, 1145 (“we take societal expec-
tations as they are, not as they could or (some think)
should be”) (citing United States v. Silva, 247 F.3d
1051, 1055 (9th Cir.2001)). The Court finds that it is
unreasonable to expect that an employee would
assume that some other unstated norm should inform
their opinion on how much privacy to expect in using
an employer’s equipment once that employer express-
ly informs his or her employees of an actual policy
regarding the use of that very equipment. Here,
Lieutenant Duke’s actions eroded any attempt on
defendants’ part to lessen the expectation of privacy
its employees had in the use of the pagers issued to
them; indeed, his actions could be said to have encour-
aged employees to use the pagers for personal mat-
ters. See Ortega, 480 U.S. at 719, 107 S.Ct. 1492
(holding employee had a reasonable expectation of pri-
vacy where there was “no evidence that the Hospital
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had established any reasonable regulation or policy
discouraging employees ... from storing personal
papers and effects in their desks or file cabinets”).

Governmental defendants finally argue that
Quon’s expectation of privacy was unreasonable given
that any message sent to or from his pager was
potentially subject to public disclosure under the
California Public Records Act (“CPRA”). (Gov't Defs’
Reply at 6). The CPRA mandates that “public records
are open to inspection at all times ... and every
person has a right to inspect [the same], except as
hereafter provided.” CAL. GOV'T CODE § 6253(a).
Public records are defined as “any writing containing
information relating to the conduct of the public’s
business prepared, owned, used, or retained by any
state or local agency regardless of physical form or
characteristics.” CAL. GOV'T CODE § 6252(d). The
problem with defendants’ argument is its sheer
breadth. Anything and everything that could be
subject to disclosure under the CPRA would necessar-
ily defeat any expectation of privacy an individual
employee may have in the same. The evidence is not
commensurate with the breadth of defendants’ argu-
ment. There is no evidence before the Court suggest-
ing that CPRA requests to the department are so
widespread or frequent as to constitute “an atmos-
phere ‘so open to fellow employees or the public that
no expectation of privacy is reasonable.”” Leventhal,
266 F.3d at 74 (quoting Ortega, 480 U.S. at 718, 107
S.Ct. 1492). Indeed, defendants’ argument is quite the
opposite: That the mere possibility someone in the
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public may make such a request is sufficient to defeat
any expectation of privacy in the officers’ communica-
tions on the pagers. This type of conjectured, hypo-
thecated search of the pager transmissions by the
general public does not destroy any underlying expec-
tation of privacy an employee in Quon’s position could
otherwise possess in the messages sent from or
received by an office pager. As was made clear in
Ortega, “constitutional protection against unreason-
able searches by the government does not disappear
merely because the government has the right to make
reasonable intrusions in its capacity as employer.”
480 U.S. at 717-18, 107 S.Ct. 1492 (emphasis in
original).

Moreover, the Court is not convinced that, even
assuming such public records requests were frequent
occurrences, the facts in this case would not, given
the particulars of Lieutenant Duke’s unstated policy,
still entitle the officers from having an objectively
reasonable expectation of privacy in their pager
transmissions. Again, even under Fourth Amendment
analysis in the public employment context, “[t]he
employee’s expectation of privacy must be assessed in
the context of the employment relation.” Ortega, 480
U.S. at 717, 107 S.Ct. 1492. That someone in the
public at large could make a CPRA request to look at
the item in question does not mean that the individu-
al employee cannot have a reasonable expectation of
privacy that his employer will not do the same. As
noted above, such Fourth Amendment balancing is
determined on a “case-by-case basis” with reference to
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the regulations, policies, and practices put in place by
their employer at the particular work setting. Ortega,
480 U.S. at 717-18, 107 S.Ct. 1492.

Thus, in Zaffuto v. City of Hammond, 308 F.3d
485, 489 (5th Cir.2002), the Fifth Circuit rejected the
argument that, simply because the contents of tele-
phone recordings made at work were subject to
disclosure under Louisiana’s public records law, the
police officers had no reasonable expectation of priva-
cy in out-going telephone calls made from the police
department’s communications room. The court found
that the officer’s belief that the department’s policy
was that only incoming calls would be recorded could
lead an officer to have a reasonable expectation that
out-going calls would remain private, even if those
calls were in fact recorded by the department and
hence subject to disclosure under the state’s public
records law. I1d. Here, the officers were told that, so long
as they paid overages, no audits would be performed.
An officer confronted with such a policy could, like
the police officers in Zaffuto, reasonably expect that
so long as they paid the overages the department
would not audit, and hence, would not retain any files
(defeating the possibility of disclosure under the
CPRA) regarding what was sent to or received by
their pager. Given such an understanding of the
particular work-setting, coupled with the lack of
any evidence that such CPRA requests were frequent
or widespread, the Court finds that potential disclo-
sure of the transcripts of the text messages to the
public under the CPRA does not detract from the
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reasonableness of Quon’s privacy expectation concern-
ing the same.

(b) Reasonableness of the Audit

Having found that Quon had a reasonable expec-
tation of privacy in the messages sent and received by
the city-issued pager, the Court must next determine
whether the auditing of that pager was “reasonable
under the circumstances.” Schowengerdt, 823 F.2d at
1335. In addressing this question (as well as the final
guestion, concerning qualified immunity) the Court is
confronted with a factual dispute which, for the
reasons outlined below, is a material one. This factual
dispute prevents the awarding of summary judgment
to either side in this case, requiring instead that this
matter be submitted to a jury. The dispute in question
concerns the actual purpose or objective Chief Scharf
sought to achieve in having Lieutenant Duke perform
the audit of Quon’s pager. Chief Scharf stated in his
deposition testimony that the goal of the audit was to
see whether officers were using their pagers to “play
games” while on duty, something which he termed as
misconduct because it took the officer’'s attention
away from their work. Lieutenant Duke’s deposition
testimony, however, alludes to another reason for the
audit — to determine whether there was a need to
“Increase the amount of [monthly] characters” allot-
ted for work-related usage.
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Insofar as the audit was meant to ferret out
misconduct by determining whether the officers in
guestion were “playing games” with their pagers or
otherwise “wasting a lot of City time conversing with
someone about non-related work issues,” the Court
finds the audit was not justified at its inception. Key
to the Court’s finding on this point is the fact that the
officers’ pagers were audited for the period when
Lieutenant Duke’s informal, but express policy of not
auditing pagers unless overages went unpaid was in
effect. As discussed above, that policy essentially
informed department personnel equipped with city-
issued pagers that, so long as they paid for the over-
ages, the department was not going to audit their
pagers to determine whether the overage was on
account of them using the pager for personal matters,
whatever that might be. It was only when the officer
in question contested the overage by asserting that its
excess use was for business reasons that an audit
would be performed. Given this policy, it cannot be
said that determining whether the officers went over
the character limits during this period because they
used the pagers for personal matters (or, in Chief
Scharf’s parlance, “wasting time playing games”
while on duty) was “misconduct”; it was the very
conduct Lieutenant Duke’s informal policy allowed,
condoned, and even encouraged. For a search to be
considered justified at the inception when it is meant
to discover workplace misconduct, there must exist
“reasonable grounds” to suspect that such evidence of
misconduct would be uncovered by the search in
guestion. In light of Lieutenant Duke’s policy, the
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search would not have revealed misconduct; rather, it
would have uncovered conduct permitted by Lieuten-
ant Duke to occur.

The result would, of course, be different if Chief
Scharf had asked for an audit of pagers for a period of
time after Lieutenant Duke’s policy ended and the
termination of that policy had been communicated to
the officers. At that point, the use of the pagers to
“play games” while on duty may well have been
considered misconduct under the policy then in effect.
Here, the audit as implemented could not in any way
turn up evidence of such misconduct as the period
being audited expressly allowed, per Lieutenant
Duke, for the officers to use the pagers in the manner
now objected to by Chief Scharf.

This leaves the other possible purpose advanced
for the audit (and one pressed as such by the defen-
dants) — determining the utility or efficacy of the
existing monthly character limits. Under this ratio-
nale, the audit was done for the benefit of (not as a
punishment against) the officers who had gone over
the monthly character limits. Under Lieutenant
Duke’s policy and practice, it was understood that,
unless contested by the officer, all of the overage was
considered as personal use, a fact confirmed by the
officer’s subsequent payment for the same. The
department, however, was allegedly concerned that
some of the overages — but perhaps not a large
enough percentage to warrant an officer to seek an
audit by contesting the overage charges — may have
been attributable to work-related use of the pager.
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That is, the purported concern was not that the
officers were engaged in misconduct, but that the
officers were paying too much in overages because the
character limits were, on the one hand, not high
enough to capture all the work-related usage of the
pagers, but, on the other hand, not low enough to
encourage them to contest the same. To make sure
that some of the overages for which the officers were
paying was not work-related, the audit was per-
formed to see, in fact, how many characters were
being used for business reasons. If more than the
monthly character limits were so used, the depart-
ment would increase the character limits so that the
officers would not have to pay for any of their work-
related duties out of their own pocket.

The governmental defendants argue that the
search, with such an underlying rationale as just
described, was justified at its inception because Jeff
Quon “had gone over the allotted number of charac-
ters,” and the “City needed to determine why only he
and one other officer had done so.” (Defs’ Mot. J.
Pleadings at 7). Defendants next argue that the scope
of the search was reasonable because it was directed
precisely at the reason for the search itself: “The
purpose of the search was simply to determine
whether or not the character limit was to be in-
creased, as had been previously done. In order to
make such a determination, the messages had to be
reviewed to determine what percent were business
versus personal.” (Defs’ Mot. J. Pleadings at 8). While
the Court may not find this convincing in light of
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much of the deposition testimony it has reviewed, the
Court does find that, if a jury were to find that this
was in fact the purpose for the audit, the audit would
both be justified at its inception and would be reason-
able in its scope.

In order for the department to determine wheth-
er there existed hidden work-related costs borne by
its officers that were brought about by the number of
monthly characters allowed for the pagers (in the
sense that the percentage was not large enough to
incentivize the officer in question to contest the
overage charge), it would be necessary to actually
look at the transcripts of the text-messages them-
selves. Only by looking at the actual number and type
of characters used for a given period could the de-
partment determine whether there existed such
hidden costs. In performing this audit, the depart-
ment limited its audit to just those officers that had
exceeded the monthly character limits for the time in
guestion, which would be understandable if the
reason for the audit was to make sure officers who
have exceeded the character limits were not paying
hidden work-related costs in those overage charges.
See Schowengerdt, 823 F.2d at 1336 (“the scope of the
inquiry must be no broader than necessary ... [,] if
the depth of the inquiry or extent of the seizure
exceeded that necessary for the government’s legiti-
mate purposes, ... the search would be unreasona-
ble”).

The plaintiffs question the reasonableness of the
scope of the audit under this theory, suggesting that
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the department could have achieved its goal by
asking the officers themselves whether some of the
overages were for work-related reasons, or by looking
only at the telephone numbers dialed by (as opposed
to the text messages themselves sent by) the officers.
“[1]f less intrusive methods were feasible,” that would
play into the reasonableness of the audit's scope.
Schowengerdt, 823 F.2d at 1336. Neither proposition
advanced by plaintiffs, however, adequately serves
this rationale for the audit. Even if talking to the
officers beforehand may have brought to light infor-
mation that some of the overages in question were for
work-related reasons, only by performing an audit of
the text messages themselves could the department
confirm that the officers’ recollection was accurate
(which may be less than reliable given the passage of
time since the messages were typed or read on the
pager by the officer). Looking at the telephone num-
bers dialed by the officers is equally problematic.
Although the telephone numbers may be a means of
determining whether the person who was paged was
a co-worker, that fact alone does not provide any
definitive answer as to what those individuals were
text-messaging each other about. As demonstrated by
the actual audit that was performed in this case, text-
messaging a fellow employee could be done largely for
personal, not work-related, reasons. Thus, the only
way to accurately and definitively determine whether
such hidden costs were being imposed by the monthly
character limits that were in place was by looking at
the actual text-messages used by the officers who
exceeded the character limits.
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Accordingly, the Court finds that if the purpose
for the audit was to determine if Quon was using his
pager to “play games” and “waste time,” then the
audit was not constitutionally reasonable, and per-
forming the same violated the Fourth Amendment
rights of Quon and those to whom he communicated.
On the other hand, if the purpose for the audit was to
determine the efficacy of the existing character limits
to ensure that officers were not paying hidden work-
related costs, then the Court finds that no constitu-
tional violation occurred. A jury shall decide, based on
the evidence, which was the primary purpose of the
audit.

(c) Qualified Immunity

Having found a constitutional violation under
one (but not the other) of the potential rationales for
the audit, the Court must determine whether Chief
Scharf is entitled to immunity from suit as to that
violation based on his argument that the uncertainty
in the law at the time he ordered the audit was such
that a reasonable officer would not have known that
his act violated the Fourth Amendment.

“[Glovernment officials . . . generally are shielded
from liability for civil damages insofar as their con-
duct does not violate clearly established statutory or
constitutional rights of which a reasonable person
would have known.” Harlow v. Fitzgerald, 457 U.S.
800, 818, 102 S.Ct. 2727, 73 L.Ed.2d 396 (1982). Such
“immunity from suit” flows from the acknowledgment
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“that reasonable mistakes can be made as to the legal
constraints on particular police conduct.” Saucier v.
Katz, 533 U.S. 194, 205, 121 S.Ct. 2151, 150 L.Ed.2d
272 (2001). To decide whether a police officer is
entitled to qualified immunity, a court must first
determine whether the facts “[tlaken in the light
most favorable to the party asserting the injuryl, i.e.,
the plaintiff,] ... show [that] the officer’s conduct
violated a constitutional right....” Id. at 201, 121
S.Ct. 2151. If so, the next step is to ask whether “the
right [that was violated] was clearly established . ..
in light of the specific context of the case.” Id. In other
words, “would [it] be clear to a reasonable officer that
his conduct was unlawful in the situation he con-
fronted.” Id. at 202, 121 S.Ct. 2151.

For the reasons stated above, Chief Scharf’s
ordering of the audit, under the guise of seeking to
ferret out misconduct (that is, “playing games” and
“wasting time”), violated plaintiffs’ constitutional
rights.” This leaves the question of whether violation
of that right was clearly established at the time Chief
Scharf ordered the audit of Quon’s pager. Saucier
provides that, “[f]Jor a right to be clearly established,
it must be defined with sufficient specificity that a
reasonable officer would have known he was violating

" For purposes of qualified immunity at this stage, the
Court must construe the facts in favor of plaintiff and thus will
assume for purposes of this section that discovery of “miscon-
duct” was the Chief’s purpose for the audit. Saucier, 533 U.S. at
201, 121 S.Ct. 2151.
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it.” Haugen v. Brosseau, 339 F.3d 857, 873 (9th
Cir.2003), overruled on other grounds, 543 U.S. 194,
125 S.Ct. 596, 160 L.Ed.2d 583 (2004). As one court
remarked, officials will not stand trial “for ‘bad
guesses in gray areas’ but only for ‘transgressing
bright lines.”” Doe v. Broderick, 225 F.3d 440, 453 (4th
Cir.2000). If Chief Scharf made a reasonable mistake
about what the law requires, he is immune from suit.
Id. (“qualified immunity exists to protect those offic-
ers who reasonably believe that their actions do not
violate federal law”).

Here, Chief Scharf argues that he made such a
reasonable mistake as certain facts could lead a
reasonable official to conclude that Quon did not have
a reasonable expectation of privacy in the communi-
cations made over the pager: (1) Quon was aware of
the department’s written policy that pager communi-
cations could be audited; (2) the messages sent or
received on the pagers were subject to disclosure
under the CPRA; and (3) the district court’s decision
in Bohach had upheld the auditing of pagers under
circumstances similar to those in this case. (Gov't
Defs’ Mot. J. Pleadings at 13-14). None of these facts
withstand scrutiny as, individually or collectively,
they fail to acknowledge the one additional, undis-
puted fact that Chief Scharf was also aware of at the
time he ordered the audit: Lieutenant Duke’s infor-
mal policy of allowing officers to use the pagers
for personal matters so long as they paid for any
overages; audits would only be done if the officer
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contested payment of overages on grounds that the
overage was work-related.

Even before the Supreme Court's decision in
Ortega, it was well-established that a public employee
“would enjoy a reasonable expectation of privacy in
areas given over to his exclusive use, unless he was
on notice from his employer that searches of the type
to which he was subjected might occur from time to
time for work-related purposes.” Schowengerdt, 823
F.2d at 1335; see also Ortega v. O'Connor, 146 F.3d
1149, 1157 (9th Cir.1998) (holding that even as far
back as 1981 it was clearly established that, “in the
absence of an accepted practice or regulation to the
contrary, government employees . . . had a reasonable
expectation of privacy in their private offices, desks,
and file cabinets”). That is to say, a reasonable official
would have understood that a public employee’s
expectation of privacy was defined by “the existence
and scope of policies and practices or regulations
relating to searches at” the work site. Schowengerdt,
823 F.2d at 1335.

All of the circumstances advanced by Chief
Scharf do not make any room for this one critical
piece of evidence necessary in evaluating Fourth
Amendment questions in the public employment
context — namely, the operative policy in effect for the
period the audit was ordered to be performed. In
Bohach, for instance, the policy in place at the time of
the audit expressly prohibited the use of pagers for
personal matters, something which is not true in this
case. The department’s written policy mentioned by
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Chief Scharf was countermanded (and Chief Scharf
was aware of this countermand at the time he or-
dered the audit) by Lieutenant Duke’s informal
practice in managing and overseeing the use of the
pagers. Under the policy here, personal use of pagers
for private matters was expressly permitted provided
any overage was paid. This places the case in a
fundamentally different legal setting where, before
the events in this case took place, an employee’s
expectation of privacy has been held by courts to be
objectively reasonable if the employer has no policy
limiting personal use of workplace equipment or fails
to enforce a policy regarding the same. See Slanina,
283 F.3d at 676-77; Leventhal, 266 F.3d at 74, Adams,
250 F.3d at 984.

As far as the CPRA argument, as the Court has
previously observed, defendants’ position simply
posits the possibility that such a request could be
made which, they argue, would therefore negate an
employee’s expectation of privacy; however, the
argument lacks any accompanying showing that
Chief Scharf was aware of a single such instance, let
alone that such requests were frequent or wide-
spread. As such, the argument transgresses the
Supreme Court’'s statement in Ortega, made long
before the facts of this case, that an employer’s right
to intrude on an employee’s work site does not, on its
own, take away any expectation of privacy that an
employee may have to the same. 480 U.S. at 717-18,
107 S.Ct. 1492. Indeed, defendants’ line of analysis
would trade away the key inquiry in the public
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employment setting by focusing on how the employ-
er's workplace could operate instead of how it actual-
ly operates. See Ortega, 480 U.S. at 717, 107 S.Ct.
1492 (noting that a “public employees’ expectations of
privacy” are tied to “actual office practices and proce-
dures”); Ziegler, 456 F.3d 1138, 1145 (“we take societal
expectations as they are, not as they could or (some
think) should be”).

As Chief Scharf knew, the policy Lieutenant
Duke had put in place clearly gave officers reason to
believe that what they sent or received over their
city-issued pagers would not be audited unless they
precipitated such an audit by contesting the overages.
In short, the facts in this case did not present Chief
Scharf with a “gray area, where the law is unsettled
or murky,” Broderick, 225 F.3d at 453, but one, given
the policy in effect at the time, that clearly indicated
that what he was doing invaded the plaintiffs’ rea-
sonable expectations of privacy.

Accordingly, the Court finds that Chief Scharf is
not entitled to qualified immunity.

2. Seizure of Klein and Florio’s Personal Pag-
ers and Cell Phones

This then leaves the question of whether seizure
of Klein and Florio’s cell phones and pagers violated
the Fourth Amendment. In this regard, defendants
apparently concede that Klein and Florio had a
reasonable expectation of privacy in their personal
cell phones and pagers, see Schowengerdt, 823 F.2d at
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1335 (noting that employees have a reasonable expec-
tation of privacy over items “given over to [their]
exclusive use”), and instead shift to arguing whether
the seizure of cell phones and pagers during the
interview by internal affairs personnel was reasona-
ble under the circumstances.

Defendants assert that the seizure of the cell
phones and pagers was reasonable as it was neces-
sary to prevent Klein and Florio from obstructing the
investigation by using these devices to communicate
to one another during the interview to coordinate and
harmonize their testimony. Plaintiffs challenge the
reasonableness of the seizure’'s scope, noting that
even if this was the purpose behind the seizure other
measures short of taking their cell phones and pagers
could, and were, in fact, employed by defendants to
curb such compromise of the investigative process. It
IS noted that the defendants kept the two women
separated from one another during the interview and
that each was kept under watch by internal affairs
personnel through a one-way window. Certainly, “if
less intrusive methods were feasible,” that would play
into the reasonableness of the seizures scope. Scho-
wengerdt, 823 F.2d at 1336.

The alternatives suggested by plaintiffs, however,
do not adequately address the concerns prompting
the seizure — thwarting the plaintiffs’ ability to manu-
facture their testimony by communicating with one
another during the interrogation process. True,
separating the two from one another would keep
them from being able to directly communicate with
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one another to manufacture their testimony, but such
physical segregation does nothing to impede the
plaintiffs’ ability to communicate with one another
using their pagers and cell phones. Similarly, having
the plaintiffs under surveillance by internal affairs
personnel via the one-way mirror in an interrogation
observation room may assist in detecting such sur-
reptitious electronic communication as it happens but
it would do nothing to actually stop the communica-
tion before it occurs. The Court therefore finds that
the seizure of Klein and Florio’s pager and cell phone
during their interrogation by internal affairs person-
nel was reasonable under the circumstances.

Accordingly, the Court GRANTS defendants
summary judgment insofar as plaintiffs Florio and
Klein's Fourth Amendment claim for the seizure of
their cell phones and pagers, and GRANTS defen-
dants summary judgment insofar as Klein seeks to
assert a Fourth Amendment claim (and related state
law claim) for the audit of Quon’s pager, but DENIES
defendants summary judgment as to the remaining
plaintiffs’ Fourth Amendment claim and related state
claims concerning the seizure of the contents of the
text messages sent and received on Jeff Quon’s city-
owned pager.

C. GOVERNMENTAL IMMUNITY TO STATE
LAW CLAIMS

Governmental defendants also argue that plain-
tiffs’ related state law claims are barred by govern-
mental immunity. California Government Code
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section 821.6 provides, “[a] public employee is not
liable for injury caused by his instituting or prosecut-
ing any judicial or administrative proceeding within
the scope of his employment, even if he acts mali-
ciously and without probable cause.” The policy
behind section 821.6 is to encourage “fearless perfor-
mance of official duties. ... State officers and em-
ployees are encouraged to investigate and prosecute
matters within their purview without fear of reprisal
from the person or entity harmed thereby. Protection
is provided even when official action is taken mali-
ciously and without probable cause.” Shoemaker v.
Myers, 2 Cal.App.4th 1407, 1424, 4 Cal.Rptr.2d 203
(1992). Furthermore, section 821.6 is not limited to
conduct occurring during formal proceedings: “[l]t
also extends to actions taken in preparation for
formal proceedings. Because investigation is ‘an
essential step’ toward the institution of formal pro-
ceedings, it ‘is also cloaked with immunity.”” Amylou
R. v. County of Riverside, 28 Cal.App.4th 1205, 1209-
1210, 34 Cal.Rptr.2d 319 (1994). It is this last point
that the parties debate in their papers. The plaintiffs
argue that the auditing of Quon’s pager could not
have been a prelude to the institution of administra-
tive proceedings against him as there was no proceed-
ing to institute against him as a result of the audit —
his use of the city-issued pager for personal matters
was conduct that was permissible under the policy
then in effect. (PIs’ Mot. Judg. Pleadings at 11). The
governmental defendants respond that Chief Scharf
was “investigating why officers were going over the
character limits” and then term this investigation a
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“legitimate proceeding” as it would “ensure officers do
not abuse equipment assigned to them.” (Gov't Defs’
Opp. to J. Pleadings at 15-16). The logic of defen-
dants’ argument (its circularity notwithstanding) in
no way addresses the point raised by plaintiffs: The
“in preparation” language noted in the case law refers
to those investigations that give rise to or are some-
how tethered to something that could have been
investigated by the official in question in the first
place. Simply labeling something an “investigation”
does not make it so. A nexus must exist between the
thing being investigated and the possibility of a
proceeding being instituted. To hold otherwise would
allow public officials to escape liability for any act
they took so long as they were able to state that the
act was part of an investigation. Here, Chief Scharf’s
“investigation” was for something that could never
lead to the institution of formal proceedings: Either it
was meant to determine whether to raise character
limits, which is obviously not an administrative or
judicial proceeding, or it concerned conduct that Chief
Scharf knew in advance was sanctioned by his de-
partment (through Lieutenant Duke) for the period in
question. As such the Court finds that governmental
immunity under section 821.6 is not applicable for
the actions under review in this case.

D. DEFAMATION

Jerilyn Quon asserts that the reason why she did
not receive the job with the Upland police department
Is because Chief Scharf contacted the Upland police
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chief and disparaged her by commenting that she had
sued him for divulging the contents of her then hus-
band's pager. The defamation claim may be easily
dispatched. For a defamation claim to be made there
must be “the intentional publication of a statement of
fact that is false, unprivileged, and has a natural
tendency to injure or which causes special damages.”
Smith v. Maldonado, 72 Cal.App.4th 637, 645, 85
Cal.Rptr.2d 397 (1999). None of the elements for such
a claim exist in this case. Jerilyn Quon, to this day,
despite having gone through extended discovery, has
been unable to describe except in the most general of
terms the nature of this defamatory comment. All she
can proffer is conjecture that a statement must have
been made and that this surmised statement must
have something to do with her suing Chief Scharf.
See Melaleuca, Inc. v. Clark, 66 Cal.App.4th 1344,
1350, 78 Cal.Rptr.2d 627 (1998) (“the law of defama-
tion and the law of injurious falsehood require that a
plaintiff prove far more than the publication of a false
statement”); Seelig v. Infinity Broadcasting Corp., 97
Cal.App.4th 798, 809, 119 Cal.Rptr.2d 108 (2002)
(“plaintiff must present evidence of a statement of
fact that is provably false”). The most glaring problem
with this “evidence” (leaving aside whether such a
statement is even untrue) is that the present lawsuit
was not even filed until February 25, 2003, more than
two weeks after the alleged statement was made.
Chief Scharf’s statement that Jerilyn Quon was
suing him simply could not have taken place as he
had not even been sued at the time the statement
was allegedly made.



App. 114

Even more problematic for Jerilyn Quon is that
she has no proof that Chief Scharf said anything to
Chief Thuvenall [sic]. Both have submitted affidavits
indicating that they did not speak to each other about
Jerilyn Quon in general or about her application
in particular. (Aff. Lloyd Scharf  2; Aff. Martin
Thouvenell 1 2). Her attempts to paper over these
glaring omissions in her proof by resort to evidentiary
“inferences” in retaliation claims only further demon-
strates the paucity of her proof on this claim. To begin
with the obvious, what may be sufficient to make out
a retaliation claim says very little for an entirely
separate cause of action, such as defamation, with its
own separate and divergent elements of proof. A
retaliation claim does not require that a plaintiff
prove what was said or that the defendant said it, but
allows proof through inferences to abound as a proper
method of marshaling one’s evidence. The same
cannot be said about a defamation cause of action.
Proof that the defendant actually made a statement
to someone is critical for liability to attach. See Scott
v. McDonnell Douglas Corp., 37 Cal.App.3d 277, 291,
112 Cal.Rptr. 609 (1974) (“as to these latter utter-
ances the complaint fails to allege that these state-
ments were ever published or made known to any
third person. Thus an action in defamation would not
lie, there being no publication”). That Jerilyn Quon
may surmise that a statement must have been made
because otherwise she would have gotten the job is
not proof that it was so, much less that Chief Scharf
was the one who made this hypothesized statement.
Res ipsa loquitor has no place in defamation claims.
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Without such direct proof about what the defa-
matory comment actually was and that the defendant
actually made that comment to someone else, sum-
mary adjudication in favor of the defendants is re-
quired. See Celotex Corp. v. Catrett, 477 U.S. 317, 323,
106 S.Ct. 2548, 91 L.Ed.2d 265 (1986) (holding that
summary judgment is in order when “the nonmoving
party has failed to make a sufficient showing on an
essential element of her case with respect to which
she has the burden of proof”).

Accordingly, the governmental defendants are
GRANTED summary judgment with respect to the
defamation claim.

E. CALIFORNIA PENAL CODE SECTION
629.86

Plaintiffs have not filed an opposition to the
governmental defendants’ argument that their state
law claim under California Penal Code 8§ 629.86,
which prohibits the interception of wire and electron-
Ic communications, is barred as the text messages in
guestion were in electronic stored files. This Court
has previously ruled that such a claim is barred as
the state statute “is modeled on the federal Wiretap
Act and covers interception of wire and electronic
communications, not the acquisition of electronically
stored communications and the disclosure of such
communications as Plaintiffs have alleged.” Quon v.
Arch Wireless Operating Co., Inc., 309 F.Supp.2d
1204, 1210 (C.D.Cal.2004). This being the law of the
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case, the governmental defendants are GRANTED
summary judgment on the section 629.86 claim
brought against them by plaintiffs.

Accordingly, for the reasons stated above defen-
dants’ motion for summary judgment is GRANTED
IN PART and DENIED IN PART, and plaintiffs’
motion for partial summary judgment is DENIED.

Per the parties’ stipulation and the Court’s order
entered on July 18, 2006, the Pretrial Conference in
this case is scheduled for October 23, 2006, at 11:00
a.m., and trial is scheduled for November 7, 2006, at
9:00 a.m.
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Laura L. Stephen (SBN) 156620
RINOS & MARTIN, LLP

17862 E. 17th Street, Suite 104
Tustin, California 92780

(714) 734-0400; FAX (714) 734-0480
firm@rmlaw.org

Attorneys for Defendants CITY OF ONTARIO,
ONTARIO POLICE DEPARTMENT AND
LLOYD SCHARF

UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

JEFF QUON, JERILYN ) CASE NO.:
QUON, APRIL FLORIO, ) EDCV 03-0199
DOREEN KLEIN, STEVE )  SGL (OPx)
TRUJILLO; and ROES 1 )

through 20, Inclusive JUDGMENT

olaintifts ) (Filed Nov. 21, 2006)

)
V. )
ARCH WIRELESS INCOR- )

PORATED, a Delaware Corpo- )
ration; CITY OF ONTARIO, A )
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Municipal Corporation; ON- )
TARIO POLICE DEPART- )
MENT; LLOYD SCHARF, )
Individually and as Chief of )
Ontario Police Department; )
DEBBIE GLENN, Individually)
and as a Sergeant of Ontario )
Police Department; and DOES )
1 through 10, Inclusive, )

Defendants. g

This matter came on regularly for trial on No-
vember 7, and 8, 2006, in Courtroom 1 of the United
States District Court Central, the Honorable Stephen
Larson, Judge presiding. The plaintiffs appeared by
attorney Michael A. Morguess,; [sic] Defendants City
of Ontario, Ontario Police Department and Lloyd
Scharf appeared by attorneys D.C. Rinos and Laura
Stephan of Rinos & Martin and Defendant Debbie
Glenn appeared by Bruce E. Disenhouse of Kinkle,
Rodiger & Spriggs.

A jury of eight persons was regularly empanelled
and sworn. Witnesses were sworn and testified.
Exhibits were admitted into evidence. After hearing
the evidence and arguments of counsel, the jury was
duly instructed by the Court and the cause was
submitted to the jury. The jury duly deliberated and
thereafter returned into Court with its verdict as
follows:
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We the jury in the above-entitled action find that
Lloyd Scharf ordered the audit of Jeff Quon’s text
message pager:

A. To determine whether Jeff Quon was impro-
perly using his text message pager for per-
sonal purposes; or

B. To determine the efficacy of the existing
character limits to ensure that officers were
not being required to pay for work-related
expenses.

X

After making your factual finding by checking
one of the lines, sign and date the verdict form.

DATE: November 8, 2006

CHRISTOPHER HERBERS
FOREPERSON

It appearing by reason of said verdict and this
Court’'s amended order of August 15, 2006 that De-
fendants City Of [sic] Ontario, Ontario Police De-
partment, Lloyd Scharf, and Debbie Glenn are
entitled to judgment against Plaintiffs Jeff Quon,
Jerilyn Quon, April Florio, Doreen Klein and Steve
Trujillo, and it appearing by reason of this Court’s
amended order of August 15, 2006 that Defendant
Arch Wireless Incorporated is entitled to judgment
against Plaintiffs Jeff Quon, Jerilyn Quon, Steve
Trujillo, Doreen Klein and April Florio,



App. 120

NOW, THEREFORE, IT IS ORDERED, AD-
JUDGED AND DECREED that Defendants CITY OF
ONTARIO, ONTARIO POLICE DEPARTMENT,
LLOYD SCHARF, DEBBIE GLENN and ARCH
WIRELESS INCORPORATED shall have judgment
against Plaintiffs JEFF QUON, JERILYN QUON,
APRIL FLORIO, DOREEN KLEIN and STEVE
TRUJILLO, that Plaintiffs shall take nothing by way
of this suit, and Defendants shall recover costs of suit
pursuant to 28 USC Section 1920.

DATED: 11-20-06

s/ S G Larson
UNITED STATES
DISTRICT COURT JUDGE

STEPHEN G. LARSON
UNITED STATES
DISTRICT JUDGE
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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA
3470 Twelfth Street, Riverside, CA 92501

CIVIL MINUTES — GENERAL

Date: February 5, 2007

Case No. EDCV 03-00199-SGL (OPx)

Title: JEFF QUON, JERILYN QUON, APRIL
FLORIO, DOREEN KLEIN, STEVE
TRUJILLO, ROES 1-20, inclusive -v-
ARCH WIRELESS INC., CITY OF ON-
TARIO, LLOYD SCHARF, DEBBIE
GLENN, DOES 1-10, inclusive

PRESENT: HONORABLE STEPHEN G. LARSON,
UNITED STATES DISTRICT JUDGE

Jim Holmes Theresa Lanza
Court Room Deputy Clerk Court Reporter

ATTORNEYS PRESENT ATTORNEYS PRESENT
FOR PLAINTIFFS: FOR DEFENDANTS:

Michael A. Morguess Laura L. Stephan
Bruce Disenhouse
John H. Horowitz

PROCEEDINGS: MINUTES RE: MOTION TO
AMEND OR ALTER JUDGMENT
MOTION FOR NEW TRIAL (filed
12-7-06)

The Court heard argument on plaintiff's motion
to amend or alter judgment pursuant to FRCP 59(d)
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and motion for new trail [sic] pursuant to FRCP
59(a). Both motions are DENIED.

With respect to the motion to amend or alter the
judgment, the Court has fully reconsidered its
amended order of August 15, 2006, and again con-
firms that it is correct. In arguing that the Court’s
earlier order should be set aside on the ground that
the Court erred in ruling that defendant Arch Wire-
less acted is a remote computing service, as opposed
to an electronic storage service, when it disclosed
plaintiff's text messages, plaintiff mistakenly confus-
es the issue of what was or what was not contained in
the service contract between the City of Ontario and
Arch Wireless with the far more pertinent legal
description of what constitutes a remote computing
service, and the law related to that description, and
how that law is applied to the facts of the particular
storage activity provided to the City of Ontario by
Arch Wireless. That is to say, the critical questions
are what service (be it contracted for or not) did Arch
Wireless in fact provide to the City of Ontario and
whether that service is properly characterized under
the law as being one of a remote computing service.
For the reasons set forth in its earlier order, the
Court finds that it is.

With respect to the motion for new trial, the
Court does not find, after reviewing all of the evi-
dence adduced at trial, that the verdict is contrary to
the clear weight of the evidence, or that the verdict is
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based upon evidence which is false, or that a new
trial is necessary to prevent a miscarriage of justice.

IT IS SO ORDERED.
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554 F.3d 769

United States Court of Appeals,
Ninth Circuit.
Jerilyn QUON; April Florio; Jeff Quon; Steve Truijillo,
Plaintiffs-Appellants,
V.

ARCH WIRELESS OPERATING COMPANY,
INCORPORATED, a Delaware corporation;
City of Ontario, a municipal corporation;
Lloyd Scharf, individually and as Chief of Ontario
Police Department; Ontario Police Department;
Debbie Glenn, individually and as a Sergeant of
Ontario Police Department, Defendants-Appellees.
No. 07-55282.

Jan. 27, 2009.

Zahra Khoury, Esquire, Michael A. McGill,
Esquire, Lackie & Dammeier APC, Upland, CA, for
Plaintiffs-Appellants.

Barry J. Blonien, Matthew A. Brill, Esquire,
Partner, Latham & Watkins, LLP, Washington, DC,
Kent J. Bullard, Greines Martin Stein & Richland,
LLP, Los Angeles, CA, Dimitrios C. Rinos, Esquire,
Rinos & Martin, Tustin, CA, Bruce E. Disenhouse,
Kinkle Rodiger & Spriggs, Riverside, CA, for
Defendants-Appellees.
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Before: HARRY PREGERSON and KIM
McLANE WARDLAW, Circuit Judges, and RONALD
B. LEIGHTON,* District Judge.

Order; Concurrence by Judge WARDLAW, Dis-
sent by Judge IKUTA.

ORDER

Judges Pregerson, Wardlaw, and Leighton voted
to deny Appellees’ petition for panel rehearing.
Judges Pregerson and Wardlaw also voted to deny
Appellees’ petition for rehearing en banc, and Judge
Leighton so recommended.

The full court was advised of the petition for
rehearing en banc. A judge requested a vote on
whether to rehear the matter en banc. The matter
failed to receive a majority of the votes of the non-
recused active judges in favor of en banc reconsidera-
tion. Fed. R.App. P. 35. Judge Bybee was recused.

The petition for rehearing en banc is denied.

WARDLAW, Circuit Judge, concurring in the
denial of rehearing en banc:

No poet ever interpreted nature as freely as
Judge lkuta interprets the record on this appeal. The
dissent is not bound by the facts, even those found by

* The Honorable Ronald B. Leighton, United States District
Judge for the Western District of Washington, sitting by desig-
nation.
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the jury; nor is it confined to the actual fact-driven
Fourth Amendment holding. The dissent’s lofty views
of how the City of Ontario Police Department (“OPD”)
should have guided the use of its employees’ pagers
are far removed from the gritty operational reality at
the OPD. | write only to correct the seriously flawed
underpinnings of the dissent and to demonstrate that
our opinion carefully and correctly applied the tests
set forth in O’'Connor v. Ortega, 480 U.S. 709, 107
S.Ct. 1492, 94 L.Ed.2d 714 (1987). That our opinion
follows Supreme Court precedent and accords with
our sister circuits is obviously why this appeal failed
to win the support of a majority of our active judges
for rehearing en banc.

The dissent selectively recites facts to support its
disagreement with the outcome of our panel’'s Fourth
Amendment analysis. For a full recitation of the
record evidence, read the opinion. See Quon v. Arch
Wireless Operating Co., 529 F.3d 892, 895-99 (9th
Cir.2008). Set forth below are the key factual findings
that the dissent either mischaracterizes or over-looks
entirely.

The record belies the dissent’s assertion that the
OPD officers were permitted to use the pagers only
during SWAT emergencies. Dissent at 774. Sergeant
Jeff Quon (“Quon”) and other SWAT team members,
who were required to be on call “24/7,” had been
issued the pagers pursuant to an agreement with the
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OPD. The agreement to provide the officers’ pagers
resulted from the OPD’s “refusal to pay overtime or
stand-by pay to officers who must be available for
SWAT call-outs.”

Moreover, the record is clear that the City had no
official policy governing the use of the pagers. Quon,
529 F.3d at 896. At the time it contracted for the
pagers, the City had in place a general “Computer
Usage, Internet and E-mail Policy” (the “Policy”),
which Quon had signed before the City even acquired
the pagers. Id. However, the Policy does not expressly
cover the pagers or text messaging. Id. According to
Lieutenant Steve Duke (“Lt. Duke”), a Commander
with the OPD Administration Bureau, Quon attended
a 2002 meeting during which Lt. Duke allegedly
informed those in attendance that the pager messag-
es “were considered e-mail, and that those messages
would fall under the City’s policy as public informa-
tion and eligible for auditing.” Id. Quon “vaguely
recalled attending” the meeting. Id. Yet, he did not
recall Lt. Duke stating at the meeting that the use of
the pagers was governed by the Policy — a fact the
dissent fails even to mention. See id.

More troubling still is the dissent’s failure to
consider the OPD’s informal — but express and specif-
ic — policy and practices that did govern the use of the
pagers, or Lt. Duke’s role in effecting this policy. By
burying these key facts, the dissent again misrepre-
sents the record. See Dissent at [774-75]. Lt. Duke,
who was officially in charge of administering the use
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of the pagers and procuring payment of overage
charges, explained the informal policy as follows:

“[T]he practice was, if there was overage,
that the employee would pay for the overage
that the City had.... [W]e would usually
call the employee and say, ‘Hey, look, you're
over X amount of characters. It comes out to
X amount of dollars. Can you write me a
check for your overage[?]"”

Id. at 897 (alterations in original). Lt. Duke told
Quon that it was “not his intent to audit employee’s
[sic] text messages to see if the overage is due to work
related transmissions.” Id. at 897 (alteration in
original). According to Quon, Lt. Duke stated that “‘if
you don’t want us to read [your messages], pay the
overage fee.”” Id. As a result of his official position,
Lt. Duke’s statements carried “a great deal of
weight,” as the district court found. Quon v. Arch
Wireless Operating Co., 445 F.Supp.2d 1116, 1141
(C.D.Cal.2006). Because the record evidence showed
that Lt. Duke was in charge of the distribution and
use of the pagers, the district court and our panel
concluded “it was reasonable for Quon to rely on the
policy — formal or informal — that Lieutenant Duke
established and enforced.” Quon, 529 F.3d at 907.

The practices of the OPD were consistent with
Quon’'s understanding of the informal policy. Quon
exceeded the monthly character limit “three or four
times” and paid the City for the overages. Id. at 897.
Each time, “‘Lieutenant Duke would come and tell
[him] that [he] owed X amount of dollars because [he]
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went over [his] allotted characters,”” and Quon would
pay the City for the overages. Id. (alterations in
original). The City did not review any of Quon’s
messages in any of these instances. Id. The informal
policy remained in place until Lt. Duke suddenly let
it be known that he was “tired of being a bill collector
with guys going over the allotted amount of charac-
ters on their text pagers.” Id. In response, Chief of
Police Lloyd Scharf ordered Lt. Duke to “‘request the
transcripts of those pagers for auditing purposes.’”
Id. at 897-98. Lt. Duke obtained and reviewed the
transcripts of the messages sent and received by
Quon, which revealed that Quon “‘had exceeded his
monthly allotted characters by 15,158 characters,’
and that many of [the] messages were personal in
nature and were often sexually explicit.” Id. at 898.

The dissent also oversimplifies and misstates the
procedural posture of the case. The parties filed
numerous rounds of motions for summary judgment.
Id. Ultimately, as to the Fourth Amendment claims,
the district court found that, in light of the OPD’s
informal policy that the text messages would not be
audited, Quon had a reasonable expectation of priva-
cy in his messages. Quon, 445 F.Supp.2d at 1140-43.
Our unanimous panel agreed. Quon, 529 F.3d at 906
(“We agree with the district court that the Depart-
ment's informal policy that the text messages would
not be audited if he paid the overages rendered
Quon’s expectation of privacy in those messages rea-
sonable.”). The dissent’s suggestion that we reversed
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the district court’s holding as to Quon’s reasonable
expectation of privacy is untrue. Dissent at [775-76].

The dissent incomprehensibly ignores the jury
portion of the trial as to the purpose of Chief Scharf’s
search of the pager transmissions. Denying summary
judgment, the district court had ruled that a jury
would decide “the actual purpose or objective Chief
Scharf sought to achieve in having Lieutenant Duke
perform the audit of Quon’'s pager.” Quon, 445
F.Supp.2d at 1144. A jury trial was held, during which
Chief Scharf testified that he asked Lt. Duke to audit
“the top two [pagers] that were in excess of the 25,000
character [] [limit] to determine if [the OPD] needed
to add more characters, or — if it was occurring on
duty time, were the officers paying for the overages
where the city should be, because it's certainly cheap-
er to add more characters than it is to pay for over-
ages if it was occurring on duty time.” By special
verdict, the jury found that Chief Scharf’s purpose
was to “determine the efficacy of the existing charac-
ter limits to ensure that officers were not being
required to pay for work-related expenses.” The jury
expressly rejected the alternative possibility — that
Chief Scharf’s purpose was to uncover misconduct.
See Quon, 529 F.3d at 899. The dissent’s statement
that Chief Scharf “sent the matter to internal affairs
for an investigation ‘to determine if someone was
wasting ... City time not doing work when they
should be,”” Dissent at [775] (alteration in original), is
directly contrary to Chief Scharf’s testimony and the
jury’s factual finding, which was not even the subject
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of an appeal by the City. The City, for reasons of its
own, was quite content to have the jury find a legiti-
mate purpose for Chief Scharf’s search, and, as any
first-year lawyer would agree, we are bound on
appeal by the jury’s factual determination.

The dissent incorrectly asserts that the opinion
“departs” from O’Connor, 480 U.S. 709, 107 S.Ct.
1492, 94 L.Ed.2d 714. Id. The opinion in fact adheres
to O’'Connor’s holding, explicitly acknowledging that
“‘[t]he operational realities of the workplace ... may
make some employees’ expectations of privacy unrea-
sonable,”” and that privacy “‘may be reduced by
virtue of actual office practices and procedures, or by
legitimate regulation,”” Quon, 529 F.3d at 903-04
(alterations in original) (quoting O’'Connor, 480 U.S.
at 717, 107 S.Ct. 1492). However, our opinion — unlike
the dissent — also recognizes that in O’'Connor, the
Supreme Court mandated a “‘case-by-case’” approach
to determining whether an employee has a reason-
able expectation of privacy in the workplace. Quon,
529 F.3d at 904 (quoting O’Connor, 480 U.S. at 718,
107 S.Ct. 1492). Further, our opinion follows the
Supreme Court's instruction that “‘public employer
intrusions on the constitutionally protected privacy
interests of government employees ... should be
judged by the standard of reasonableness under all
the circumstances.”” Quon, 529 F.3d at 904 (emphasis
added) (quoting O’'Connor, 480 U.S. at 725-26, 107

13
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S.Ct. 1492). Thus, the analysis is necessarily fact-
driven, and all the factual circumstances surrounding
the search must be considered.

In affirming the district court’s holding, we
followed the Supreme Court’s mandate to evaluate
the “operational realities of the workplace.” O’Connor,
480 U.S. at 717, 107 S.Ct. 1492. The dissent’s sugges-
tion to the contrary is simply due to its flawed de-
scription of the realities of the OPD workplace. By
failing to consider all the circumstances of the is-
suance and use of the pagers for text messaging, the
dissent perceives a conflict with O’Connor where none
in fact exists.

The dissent’'s concerns regarding the California
Public Records Act (“CPRA”) similarly lack merit. See
Cal. Gov't Code § 6253(a). The existence of the CPRA
as a consideration is offset by the existence of the
informal but express policy and practices governing
the use of the pagers by the OPD officers. Moreover,
as our panel (and the district court) note, there was
“no evidence before the [c]ourt suggesting that CPRA
requests to the department are so widespread or
frequent as to constitute an open atmosphere so open
to fellow employees or the public that no expectation
of privacy is reasonable.” Quon, 529 F.3d at 907
(alteration in original) (internal quotation marks
omitted); see Zaffuto v. City of Hammond, 308 F.3d
485, 489 (5th Cir.2002) (holding that, notwithstand-
ing the existence of the public records law, “[a] rea-
sonable juror could conclude ... that [the plaintiff]
expected that his call to his wife would be private,
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and that that expectation was objectively reason-
able”); see also Yin v. State of Cal., 95 F.3d 864, 871
(9th Cir.1996) (“Although there is little direct case
law on point, obviously there are limitations on the
state’s ability to erode reasonable expectations of
privacy by statutory enactments.”).

The dissent distorts our holding as to the scope of
the search. We did not adopt a “less intrusive means”
test. See Dissent at [774-75, 777-79]. The “less intru-
sive means” discussion relates to the jury’s finding
that Chief Scharf conducted the search for noninves-
tigatory purposes.

O’Connor provides the framework for evaluating
the reasonableness of a search in this context, which
the dissent does not dispute. Id. at [778]. Applying this
framework, we first held that the search was reason-
able “at its inception” because the officers conducted
the search for the work-related purpose of ensuring
that “officers were not being required to pay for work-
related expenses,” as the jury had found below. Quon,
529 F.3d at 908. We then turned to the second prong
of the O’'Connor test: determining whether the meas-
ures adopted were “reasonably related to the objec-
tives of the search and not excessively intrusive in
light of . .. the nature of the [misconduct].” 480 U.S.
at 726, 107 S.Ct. 1492 (internal quotation marks
omitted). Because “the Department opted to review
the contents of all the messages, work-related and
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personal, without the consent of Quon,” we held that
the search “was excessively intrusive in light of the
noninvestigatory object of the search.” Quon, 529 F.3d
at 909. This holding was also based on our conclusion
that Quon’s “reasonable expectation of privacy in
those messages” was not outweighed by the govern-
ment's interest — again, as found by the jury — in
auditing the messages. Id.

The dissent incorrectly represents that we held
that the search was unreasonable “because the city
could have used less intrusive means to accomplish
the objectives of the search.” Dissent at [777] (empha-
sis added). Although we cited Schowengerdt v. Gener-
al Dynamics Corp., 823 F.2d 1328, 1336 (9th
Cir.1987), we did not apply a “less intrusive means”
test." Quon, 529 F.3d at 908-09; cf. Dissent at 777-78
(conceding that “the panel does not explicitly state it
Is applying a least restrictive means test”). We men-
tioned other ways the OPD could have verified the
efficacy of the 25,000-character limit merely to illu-
strate our conclusion that the search was “excessively
intrusive” under O’Connor, when measured against
the purpose of the search as found by the jury. Quon,
529 F.3d at 909. Moreover, the dissent’s conclusion
that we improperly analyzed the scope of the search
is dependent upon its faulty conclusion that Quon

' In fact, we only considered Schowengerdt to the extent
necessary to consider the district court’'s decision. See Quon, 445
F.Supp.2d at 1145-46.
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had a diminished or nonexistent expectation of priva-
cy in the messages. See Dissent at [776, 779].

Our analysis is in no way inconsistent with the
cases cited by the dissent. See Dissent at [776, 779].
The cases in which the Supreme Court has cautioned
against employing a “least intrusive means” test have
often involved circumstances in which the govern-
ment had engaged in “years of investigation and
study” that resulted in “reasonable conclusions” that
the government conduct was necessary. Skinner v. Ry.
Labor Executives’ Ass'n, 489 U.S. 602, 629 n. 9, 109
S.Ct. 1402, 103 L.Ed.2d 639 (1989). By contrast, Chief
Scharf impulsively ordered the search of Quon’s
messages without so much as pausing to consider
other ways to accomplish his stated goal of determin-
ing the efficacy of the numeric character limit. See
Quon, 529 F.3d at 908-09. Moreover, unlike in the
cases cited by the dissent, see Dissent at [774-75, 777-
79], this case did not involve a “special needs” search.
In any event, because we did not use a “least intru-
sive means” test, there is no conflict with either the
Supreme Court or our sister circuits.

V.

The dissent’s conclusion that our panel’s decision
Is “contrary to ‘the dictates of reason and common
sense’ as well as the dictates of the Supreme Court,”
Dissent at [779], is based on its loose recitation of
“facts,” untethered from the record evidence or jury
findings. It is the dissent — rather than our opinion —
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that is at odds with O’'Connor and the “operational
realities” of the OPD. By stripping public employees
of all rights to privacy regardless of the actual opera-
tional realities of each workplace, the dissent would
have us create a far broader rule than Supreme Court
precedent allows. The majority of our court properly
rejected the dissenting judges’ efforts to do so.

IKUTA, Circuit Judge, dissenting from the denial
of rehearing en banc, joined by O'SCANNLAIN,
KLEINFELD, TALLMAN, CALLAHAN, BEA, and
N.R. SMITH, Circuit Judges:

The Ninth Circuit holds that a city police de-
partment violated the Fourth Amendment because it
audited the messages sent from and received on its
SWAT pagers to find out why the department was
exceeding its contract with its text message service
provider. According to the panel, the police depart-
ment's failure to use a less intrusive search method
violated a SWAT team member’s Fourth Amendment
rights: “if less intrusive methods were feasible, or if
the depth of the inquiry or extent of the seizure
exceeded that necessary for the government’s legiti-
mate purposes, the search would be unreasonable.”
Quon v. Arch Wireless Operating Co., 529 F.3d 892,
908-09 (2008) (alterations omitted).

There are two problems with this conclusion:
First, in ruling that the SWAT team members had a
reasonable expectation of privacy in the messages
sent from and received on pagers provided to officers
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for use during SWAT emergencies, the panel under-
mines the standard established by the Supreme
Court in O’'Connor v. Ortega, 480 U.S. 709, 107 S.Ct.
1492, 94 L.Ed.2d 714 (1987), to evaluate the legitima-
cy of non-investigatory searches in the workplace. In
doing so, the panel improperly hobbles government
employers from managing their workforces. Second,
the method used by the panel to determine whether
the search was reasonable conflicts with binding
Supreme Court precedent, in which the Court has
repeatedly held that the Fourth Amendment does not
require the government to use the “least intrusive
means” when conducting a “special needs” search. See
Bd. of Educ. of Independent Sch. Dist. No. 92 of
Pottawatomie County v. Earls, 536 U.S. 822, 837, 122
S.Ct. 2559, 153 L.Ed.2d 735 (2002); Vernonia Sch.
Dist. 47J v. Acton, 515 U.S. 646, 663, 115 S.Ct. 2386,
132 L.Ed.2d 564 (1995); Skinner v. Ry. Labor Execu-
tives’ Ass'n, 489 U.S. 602, 629 n. 9, 109 S.Ct. 1402,
103 L.Ed.2d 639 (1989). The panel’s decision to adopt
a less intrusive means test conflicts not only with
Supreme Court case law, but also with the decisions
of seven of our sister circuits.

Because the panel’s decision adopts a standard
that makes it exceptionally difficult for public em-
ployers to go about the business of running govern-
ment offices, and in doing so conflicts with Supreme
Court precedent and the decisions of seven other
circuits, I must dissent from the denial of rehearing
en banc.
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The Ontario Police Department obtained two-
way pagers for its SWAT team members to enable
better coordination, and more rapid and effective
responses to emergencies. The SWAT team members
were told orally and in writing that under the city’s
applicable policy, the text messages, including any
personal messages, were subject to auditing and were
not private.

Under the terms of the city’s contract with its
service provider, each pager could send and receive
25,000 characters at a flat rate; after that, the pagers
incurred overage charges on a per-character basis.
Quon, 529 F.3d at 897. During the first eight months
the pagers were in use, a number of SWAT team
members went over the 25,000 character allotment.
One of the SWAT team members who exceeded the
number of characters was Sergeant Jeffrey Quon.
Unbeknownst to the department, Quon was using his
pager to send and receive both personal and sexually
explicit text messages. Id. at 898.

After reviewing one or two rounds of bills for the
pagers, Lieutenant Steve Duke (who was in charge of
providing and accounting for the pagers) met with
Quon about the overages. Quon v. Arch Wireless
Operating Co., 445 FSupp.2d 1116, 1124
(C.D.Cal.2006). Duke informed Quon that the text
messages were considered emails and subject to the
city’s computer usage policy, which allowed the de-
partment to audit the pages. Quon, 529 F.3d at 897.
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Quon, as a member of the police department and a
city employee, had previously received a copy of the
city’s computer usage policy and had signed a form
acknowledging that he had reviewed and understood
the policy. Id. at 896. Duke told Quon that, in order to
“streamlin[e] administration and oversight over the
use of the pagers,” Quon, 445 F.Supp.2d. at 1125, if a
SWAT team member paid all overage charges, Duke
would not audit the text messages to determine if the
team member’s overage was due to business or per-
sonal use, but Duke also told Quon he “needed to cut
down on his transmissions.” Quon, 529 F.3d at 897. In
April 2002, Quon was present at the supervisory staff
meeting when Lieutenant Duke reiterated that the
text messages sent from and received on the SWAT
pagers were subject to the city’'s usage policy and
could be audited. Quon later received a memorandum
from the Chief of Police stating: “Reminder that two-
way pagers are considered email messages. This
means that messages would fall under the City’s
policy as public information and eligible for auditing.”

In August 2002, less than four months after this
meeting, and after the pagers had been in use for only
eight months, Lieutenant Duke made it known that
“he had grown ‘tired of being a bill collector with guys
going over the allotted amount of characters on their
text pagers.”” Quon, 445 F.Supp.2d. at 1125. In re-
sponse, the Chief of Police ordered an audit of the
text messages to determine whether the police de-
partment’s contract with their service provider was
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sufficient to meet its needs for text messaging. Quon,
529 F.3d at 897-98.

Upon examination of the transcripts, it was clear
that Quon was using the pager for more than the
“light” personal use allowed under the city’s policy. Of
the more than 450 texts he sent while on duty in a
single month, only 57 of them were for business
purposes. The remainder were personal. The Chief of
Police sent the matter to internal affairs for an inves-
tigation “to determine if someone was wasting ...
City time not doing work when they should be.” Quon
(as well as his wife and friends) filed suit, alleging
that the police department and individual officers
had violated their Fourth Amendment rights by
reviewing the transcripts of the text messages sent to
and from Quon’s SWAT pager.

The panel reversed the district court’s dismissal
of the Fourth Amendment claims based on two un-
tenable conclusions: First, the panel concluded that
Quon had a reasonable expectation of privacy in the
text messages sent from and received on his SWAT
pager. Second, building on this erroneous conclusion,
the panel concluded that the police department’s
search was not reasonable in scope because there
were less intrusive ways the police department could
have determined whether the contract with its ser-
vice provider was sufficient to meet its paging needs.
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A

The panel departs from O’Connor v. Ortega in
concluding that Quon’s reasonable expectation of
privacy in the text messages sent from and received
on his SWAT pager was undiminished by the written
policy or the needs of a police department managing a
SWAT team. O’Connor mandates a practical approach
to evaluating a public employer’s searches of govern-
ment offices and equipment. It requires us to consider
the “operational realities of the workplace” when
determining whether an expectation of privacy is
reasonable. 480 U.S. at 717, 107 S.Ct. 1492.

Under O’Connor, a public employer may conduct
searches of employees subject only to a standard of
reasonableness “under all the circumstances.” Id. at
725-26, 107 S.Ct. 1492; accord Vernonia, 515 U.S. at
665, 115 S.Ct. 2386. Although “[i]ndividuals do not
lose Fourth Amendment rights merely because they
work for the government instead of a private employ-
er[, tlhe operational realities of the workplace ...
may make some public employees’ expectations of
privacy unreasonable,” and an employee’s expectation
of privacy “may be reduced by virtue of actual office
practices and procedures, or by legitimate regula-
tion.” O'Connor, 480 U.S. at 717, 107 S.Ct. 1492
(emphasis omitted).

These principles establish that Quon’s expecta-
tion of privacy in the text messages he sent and
received on his SWAT pager was either significantly
diminished or non-existent. Quon was aware of the
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city’s written policy mandating that even personal
messages are subject to “access and disclosure.” This
official policy was reinforced by the *“operational
realities” of this particular workplace. Quon was
using a SWAT pager, issued to him as a member of
the SWAT team to facilitate the police department’s
goal of “enabl[ing] better coordination and a more
rapid and effective response to emergencies by pro-
viding nearly instantaneous situational awareness to
the team as to the other members[] whereabouts.”
Quon, 445 F.Supp.2d at 1123. Given that the pagers
were issued for use in SWAT activities, which by their
nature are highly charged, highly visible situations, it
IS unreasonable to expect that messages sent on
pagers provided for communication among SWAT
team members during those emergencies would not
be subsequently reviewed by an investigating board,
subjected to discovery in litigation arising from the
incidents, or requested by the media.

Moreover, messages sent from and received by
the SWAT pagers may be subject to the California
Public Records Act, which makes most police records
accessible to the public and requires police depart-
ments to review and disclose an exceptionally wide
range of public records. Under this act, “[p]Jublic
records are open to inspection by the public at all
times during the office hours of the state or local
agency and every person has a right to inspect any
public record,” except under specified circumstances.
Cal. Gov't Code 8§ 6253(a). Government employees in
California are well aware that every government
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record is potentially discoverable at the mere request
of a member of the public, and their reasonable expec-
tation of privacy in such public records is accordingly
reduced. As noted in O’Connor, where the public has
access to a government workplace, it may be that “no
expectation of privacy is reasonable.” 480 U.S. at 717-
18, 107 S.Ct. 1492.

In light of these operational realities, a police
officer could not reasonably expect to keep communi-
cations over a SWAT pager confidential. Rather, Quon
could have avoided exposure of his sexually explicit
text messages simply by using his own cell phone or
pager. See O’Connor, 480 U.S. at 725, 107 S.Ct. 1492
(noting that a government employee “may avoid
exposing personal belongings at work by simply
leaving them at home”); see also Katz v. United
States, 389 U.S. 347, 351, 88 S.Ct. 507, 19 L.Ed.2d
576 (1967) (“What a person knowingly exposes to the
public, even in his own home or office, is not a subject
of Fourth Amendment protection.”).

Under these circumstances, balancing whatever
remained of Quon’s expectation of privacy with the
police department’s need to manage its SWAT pagers,
the police department’s search was “justified at its
inception” and “was reasonably related in scope to the
circumstances which justified the interference in the
first place.” O’Connor, 480 U.S. at 726, 107 S.Ct.
1492. The panel's conclusion to the contrary, based
solely on the informal statement of Lieutenant Duke
that he personally would not audit the pagers if the
SWAT team members agreed to pay for any overages,
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departs from the practical approach of O’Connor and
effectively precludes a public employer from under-
taking investigations reasonably necessary to conduct
its business.

B

As troubling as this misreading of O’Connor is
the panel’s conclusion that in light of Quon’s reason-
able expectation of privacy, the scope of the police
department’s search was unreasonable. To reach this
conclusion, the panel quotes Schowengerdt v. Gen.
Dynamics Corp. for the principle that “[i]f less intru-
sive methods were feasible, or if the depth of the
inquiry or extent of the seizure exceeded that neces-
sary for the government’s legitimate purposes, such
as its interest in security, the search would be unrea-
sonable and [the employee’s] Fourth Amendment
rights ... would have been violated.” 823 F.2d 1328,
1336 (9th Cir.1987) (footnotes omitted). Relying on
this language, the panel rejected the district court’s
determination “that there were no less-intrusive
means” to determine whether the 25,000-character
limit was sufficient and concluded that the scope of
the search was unreasonable. According to the panel,
because the city could have used other less intrusive
means to accomplish the objectives of the search, the
city violated Quon’s Fourth Amendment rights. Quon,
529 F.3d at 908-09.

The panel’'s reliance on Schowengerdt is mis-
placed. The quoted language from that case has been
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superceded not once, but three times by subsequent
Supreme Court opinions. The Court stated in Skinner
that “[t]he reasonableness of any particular govern-
ment activity does not necessarily or invariably turn
on the existence of alternative ‘less intrusive’ means.”
489 U.S. at 629 n. 9, 109 S.Ct. 1402 (internal quota-
tion marks omitted). Again the Court stated in
Vernonia, “[w]e have repeatedly refused to declare
that only the ‘least intrusive’ search practicable can
be reasonable under the Fourth Amendment.” 515
U.S. at 663, 115 S.Ct. 2386. Finally, for a third time,
with some frustration, the Court reiterated in Earls
that “this Court has repeatedly stated that reasona-
bleness under the Fourth Amendment does not re-
guire employing the least intrusive means.” 536 U.S.
at 837, 122 S.Ct. 2559. The Supreme Court has
repeatedly rejected a “least intrusive means” analysis
for purposes of determining the reasonableness of a
search in a “special needs” context.

And yet the panel does exactly what the Supreme
Court has precluded. Although the panel does not
explicitly state it is applying a least restrictive means
test, it does just that. Rather than evaluate whether
the search “actually conducted” by the police depart-
ment was “reasonably related to the objectives of the
search and not excessively intrusive in light of [its
purpose],” as O’Connor requires us to do, 480 U.S. at
726, 107 S.Ct. 1492 (emphasis added), the panel looks
at what the police department could have done. As
the panel explains, “[t]here were a host of simple
ways to verify the efficacy of the 25,000 character
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limit ... without intruding on Appellants’ Fourth
Amendment rights.” Quon, 529 F.3d at 909. The panel
then proposes other means of verifying the number of
personal pages sent:

For example, the police department could
have warned Quon that for the month of
September he was forbidden from using his
pager for personal communications, and that
the contents of all of his messages would be
reviewed to ensure the pager was used only
for work-related purposes during that time
frame. Alternatively, if the Department
wanted to review past usage, it could have
asked Quon to count the characters himself,
or asked him to redact personal messages
and grant permission to the Department to
review the redacted transcript. Under this
process, Quon would have an incentive to be
truthful because he may have previously
paid for work-related overages and presuma-
bly would want the limit increased to avoid
paying for such overages in the future. These
are just a few of the ways in which the De-
partment could have conducted a search that
was reasonable in scope.

Id.

Because the panel could come up with a “host of
simple ways” that would be less intrusive, it con-
cluded that the police department’s search was exces-
sively intrusive and therefore violated Quon’s Fourth
Amendment rights. Id. This is the essence of the
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“least intrusive means” test, which the Supreme
Court has expressly rejected. Indeed, the panel’s
approach fits squarely within the Supreme Court's
explanation of why the least intrusive means test is
not appropriate: “[i]t is obvious that the logic of ...
elaborate less-restrictive-alternative arguments could
raise insuperable barriers to the exercise of virtually
all search-and-seizure powers, because judges en-
gaged in post hoc evaluations of government conduct
can almost always imagine some alternative means
by which the objectives of the government might have
been accomplished.” Skinner, 489 U.S. at 629 n. 9,
109 S.Ct. 1402 (internal quotation marks, alterations,
and citations omitted); accord Earls, 536 U.S. at 837,
122 S.Ct. 2559. The Ninth Circuit has similarly held
that it is improper to apply the “least restrictive
means” test in the context of a “special needs” search.
See Yin v. California, 95 F.3d 864, 870 (9th Cir.1996)
(*Under the balancing test, the Court determines if a
search is reasonable by weighing the privacy inter-
ests of the individual against the government’s inter-
est in the search . . . the government does not have to
use the least restrictive means to further its inter-
ests.”).

Seven other circuits have followed the Supreme
Court’s instruction and explicitly rejected a less
intrusive means inquiry in the Fourth Amendment
context. See Davenport v. Causey, 521 F.3d 544, 552
(6th Cir.2008) (“Also irrelevant, despite plaintiffs’
argument to the contrary, is whether or not the officer
had other means of force at his disposal. The Fourth
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Amendment does not require officers to use the best
technique available as long as their method is rea-
sonable under the circumstances.” (internal quotation
marks and alterations omitted)); Lockhart-Bembery v.
Sauro, 498 F.3d 69, 76 (1st Cir.2007) (“To the extent
Lockhart-Bembery argues that Sauro acted unrea-
sonably [under the Fourth Amendment] because
there were other, less intrusive ways to reduce the
safety hazard, that argument fails as a matter of law.
There is no requirement that officers must select the
least intrusive means of fulfilling community caretak-
ing responsibilities.” (footnote omitted)); Cassidy v.
Chertoff, 471 F.3d 67, 79 (2d Cir.2006) (“The Supreme
Court has repeatedly stated that reasonableness
under the Fourth Amendment does not require em-
ploying the least intrusive means to accomplish the
government’s ends.” (internal quotation marks omit-
ted)); Shell v. United States, 448 F.3d 951, 956 (7th
Cir.2006) (“As an initial matter, we note that a search
does not need to be the least intrusive alternative to
be constitutionally valid, it simply has to be reason-
able.”); United States v. Prevo, 435 F.3d 1343, 1348
(11th Cir.2006) (“Suffice it to say that the Fourth
Amendment does not require the least intrusive
alternative; it only requires a reasonable alterna-
tive.”); Shade v. City of Farmington, 309 F.3d 1054,
1061 (8th Cir.2002) (“The Fourth Amendment does
not require officers to use the least intrusive or less
Intrusive means to effectuate a search but instead
permits a range of objectively reasonable conduct.”);
United States v. Melendez-Garcia, 28 F.3d 1046, 1052
(10th Cir.1994) (stating that the Fourth Amendment
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does not require police “to use the least intrusive
means in the course of a [Terry] detention, only
reasonable ones”).

By reintroducing the least-intrusive means test
into our Fourth Amendment jurisprudence, the panel
departs from Supreme Court precedent and from the
decisions of seven of our sister circuits, and reaches
the untenable conclusion that the police department
acted unreasonably in auditing messages sent and
received on a SWAT pager, provided to SWAT mem-
bers to facilitate communications during emergencies.

This case is, at its core, a workplace privacy case.
The panel turns its back on “the common-sense
realization that government offices could not function
iIf every employment decision became a constitutional
matter.” O’Connor, 480 U.S. at 722, 107 S.Ct. 1492
(quoting Connick v. Myers, 461 U.S. 138, 143, 103
S.Ct. 1684, 75 L.Ed.2d 708 (1983)). By holding that a
SWAT team member has a reasonable expectation of
privacy in the messages sent to and from his SWAT
pager, despite an employer’s express warnings to the
contrary and “operational realities of the workplace”
that suggest otherwise, and by requiring a govern-
ment employer to demonstrate that there are no more
less intrusive means available to determine whether
its wireless contract was sufficient to meet its needs,
the panel’'s decision is contrary to “the dictates of
reason and common sense” as well as the dictates of
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the Supreme Court. The panel’'s decision undercuts
the Supreme Court’s consistent and explicit prohibi-
tion on reading a less intrusive means requirement
into the Fourth Amendment’s prohibition on unrea-
sonable searches. It also undermines the reasoning
and logic of O’Connor v. Ortega. | respectfully dissent
from our denial of rehearing en banc.
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CITY OF ONTARIO,

ADMINISTRATIVE

CALIFORNIA
DATE: December 20, 1999

MANUAL

SUBJECT: A.M. NUMBER I-7-4

Computer Usage,
Internet and

E-Mail Policy
APPLICABLE TO: ISSUED BY:
All Employees /sl Gregory C. Devereaux
Gregory C. Devereaux
City Manager
I. PURPOSE

To establish a uniform policy and procedures for
the use of City computers and networks, access to
the Internet and use of electronic mail (e-mail).
These resources allow the City of Ontario staff to
record and secure critical information, conduct
business in an efficient manner, effectively com-
municate with other organizations, and promote
the interests of the City. The improper use of
these tools can undermine the confidence citizens
have in the City and its staff. Failure to adhere
to this policy will be viewed as extremely serious
and shall be subject to appropriate disciplinary
action.

POLICY

The use of City-owned computers and all asso-
ciated equipment, software, programs, networks,



App. 152

Internet, e-mail and other systems operating on
these computers is limited to City of Ontario re-
lated business. The use of these tools for personal
benefit is a significant violation of City of Ontario
Policy.

I1l. GENERAL PROVISIONS

A.

The use of any City-owned computer equip-
ment, computer peripherals, City networks,
the Internet, e-mail services or other City
computer related services for personal bene-
fit or entertainment is prohibited, with the
exception of “light personal communications”
as noted in Provision F of this policy.

The use of the Internet is restricted to City of
Ontario related business. Access to Internet
sites for personal use is a significant viola-
tion of City policy and as such will be subject
to appropriate disciplinary action. Informa-
tion regarding Internet sites accessed by
employees may be considered “public infor-
mation.” Internet sites related to shopping,
entertainment, sexual issues, and personal
hobbies are a few examples of inappropriate
sites.

Access to all sites on the Internet is recorded
and will be periodically reviewed by the City.
The City of Ontario reserves the right to
monitor and log all network activity includ-
ing e-mail and Internet use, with or without
notice. Users should have no expectation of
privacy or confidentiality when using these
resources.
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Access to the Internet and the e-mail system
Is not confidential; and information produced
either in hard copy or in electronic form is
considered City property. As such, these sys-
tems should not be used for personal or con-
fidential communications. Deletion of e-mail
or other electronic information may not fully
delete the information from the system.

The use of inappropriate, derogatory, ob-
scene, suggestive, defamatory, or harassing
language in the e-mail system will not be to-
lerated.

The use of e-mail for advertising of personal
items or services, political discussion or ma-
terial, or religious material is prohibited.
Some incidental and occasional personal use
of the e-mail system is permitted if limited
to “light” personal communications. Light
personal communications may consist of per-
sonal greetings or personal meeting ar-
rangements. In the event of a dispute as to
what constitutes “light” personal greetings,
the Agency Head or Department Director
will determine if a specific e-mail fits the cri-
teria of “light” personal communications.
These messages are also subject to “access
and disclosure” in the legal system and the
media.

Employees are required to keep their pass-
words confidential to both other staff as well
as other outside contacts.
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H. When using the internet or e-mail, extreme
care must be exercised by staff when down-
loading mail or documents. These documents
should be scanned for possible viruses. Re-
ports of e-mal [sic] viruses are becoming more
common, and they could have a disastrous
effect on your computer or the network.
[N]ever open any unsolicited e-mail.
Never open an e-mail attachment if it is
unexpected even from a “trusted”
source. If you have any questions, contact
the Information Services Help Desk at ex-
tension 4499 or helpdesk@ci.ontario.ca.us.

IV. RETENTION OF E-MAIL

All data associated with the operation of the e-
mail software, including contacts, calendars,
tasks, journals, notes, and e-mail will be retained
on normal daily data backups for a period of 60
days. After 60 days, this material will no longer
be available from backup tapes. Staff is encour-
aged to delete e-mail in their inbox which is 60
days or older. E-mail deleted by staff will contin-
ue to be available in “deleted items” file for an
additional 30 days before the system will auto-
matically delete this information. If an e-mail
message can be considered an Official City
Record and covered by retention standards as de-
fined by the City Clerk, this e-mail should be
printed in hard copy, filed with associated ma-
terial, and retained per City’'s established
Records Retention Schedules.
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ACKNOWLEDGEMENT FORM

Contained in this policy statement is an “Em-
ployee Acknowledgement” form which must be
signed by each employee who uses computer
equipment, and/or has access to the Internet or to
an e-mail account. The “Employee Acknowledge-
ment” form confirms that the employee has read
and understands the City's policy. Failure to
have an executed form on file with the City
will result in revocation of computer use,
Internet access and e-mail access.

ADMINISTRATION

The Information Services Department is respon-
sible for the administration, interpretation and
application of this policy.
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Computer Usage, Internet and E-mail Policy
Employee Acknowledgment

The use of City owned computers and related equip-
ment, e-mail and the Internet are designed to en-
hance the ability of the staff to perform City business
in a professional manner and to allow an improved
level of communication to other business, government
and development organizations. Improper use of
these services, as defined in the “Computer Usage,
Internet and E-mail Policy” violates the community’s
trust and will result in disciplinary action.

The City of Ontario reserves the right to monitor and
log all network activity including e-mail and Internet
use, with or without notice. Users should have no
expectation of privacy or confidentiality when using
these resources. The City will periodically monitor e-
mail, Internet use, and computer usage for com-
pliance with the policy.

I, Jeff Quon have read and fully
(Print/type Employee Name)

understand the City of Ontario’s Computer Usage,
Internet and E-mail Policy. | acknowledge that fail-
ure to adhere to this policy may result in disciplinary
action.

Is/ Jeff Quon 3-18-00
Employee Signature Date

/sl Lloyd Scharf
Agency/Department Head Date
Signature
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Computer Usage, Internet and E-mail Policy
Employee Acknowledgment

The use of City owned computers and related equip-
ment, e-mail and the Internet are designed to en-
hance the ability of the staff to perform City business
in a professional manner and to allow an improved
level of communication to other business, government
and development organizations. Improper use of
these services, as defined in the “Computer Usage,
Internet and E-mail Policy” violates the community’s
trust and will result in disciplinary action.

The City of Ontario reserves the right to monitor and
log all network activity including e-mail and Internet
use, with or without notice. Users should have no
expectation of privacy or confidentiality when using
these resources. The City will periodically monitor e-
mail, Internet use, and computer usage for com-
pliance with the policy.

I, STEVEN TRUJILLO have read and fully
(Print/type Employee Name)

understand the City of Ontario's Computer Usage,
Internet and E-mail Policy. | acknowledge that failure to
adhere to this policy may result in disciplinary action.

Isl Steven Trujillo, SGT. 1/10/00
Employee Signature Date

/sl Lloyd Scharf
Agency/ Department Head Date
Signature
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INTEREST OF THE UNITED STATES

The panel found a reasonable expectation of
privacy in certain text messages sent to and from a
public employee’s work pager, thus triggering Fourth
Amendment requirements, even though the public
employer had a formal “no confidentiality” policy. The
United States has a strong law enforcement interest
in the proper interpretation of the Fourth Amend-
ment because an unduly expansive reading would
hinder the government’s ability to investigate crimes
and in this case might cast doubt on the legality of
portions of the Electronic Communications Privacy
Act, 18 U.S.C. 88 2701 et seq.

In addition, the United States has a substantial
interest in the panel’s ruling because the United
States is a public employer that extensively uses “no
confidentiality” policies with respect to the workplace
and work-issued equipment to prevent abuse and



App. 163

promote the public’'s safety and security. This brief is
submitted pursuant to 9th Cir. R. 29-2.

ARGUMENT

I. THE PANEL ERRED BY CATEGORICAL-
LY STATING THAT ALL USERS OF TEXT
MESSAGING HAVE A REASONABLE EX-
PECTATION THAT THEIR MESSAGES
ARE PRIVATE

The panel reasoned that because text messages
convey “content,” those who send and receive them in
general have a reasonable expectation that the mes-
sages are private. This ruling was erroroneous [sic]
because it made categorical conclusions about entire
modes of communication without considering all
relevant circumstances. Notably, the Sixth Circuit, en
banc, recently rejected a similarly sweeping categori-
cal conclusion about the privacy of e-mail. See War-
shak v. United States, No. 06-4092, 2008 WL
2698177, at *5 (6th Cir. July 11, 2008) (en banc)
(“Better, we think, to decide the validity of the statute
in the context of a specific internet-service agreement
and a specific search and seizure.”).

This error raises a question of exceptional impor-
tance because it casts confusion over whether law
enforcement may continue to obtain evidence from
online service providers without a warrant—as
Congress has authorized. The Electronic Communica-
tions Privacy Act (“ECPA”) empowers law enforce-
ment to obtain copies of stored communications (such
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as the text messages here). See 18 U.S.C. § 2703(a) &
(b). Law enforcement may compel providers to pro-
duce that evidence through several means, only some
of which involve a search warrant. Id. § 2703(b). In
addition, ECPA allows providers to turn over evidence
voluntarily in some circumstances, also without a
warrant. See 18 U.S.C. § 2702(b). The panel’s sugges-
tion that all persons who send or receive communica-
tions have a reasonable expectation that their content
will remain private throws both parts of the statutory
regime into confusion.

The panel broadly stated that “users do have a
reasonable expectation of privacy in the content of
their text messages vis-a-vis the service provider,”
and suggested there was “no meaningful difference”
between text messages and e-mail—a technology
immaterial to this case. Slip op. at 7020. This Fourth
Amendment holding rests on an assumed analogy.
Relying on what it called the “outside-of-envelope”
rationale, the panel reasoned that the “content” of
messages is private, while non-content information
such as addresses and phone numbers is not. Id. To
support this argument, the panel pointed to Katz v.
United States, 389 U.S. 347 (1967), which involved a
secret microphone above a telephone booth, and to
cases holding that sealed letters and packages sent
through the postal service are private. Applying these
cases, the panel concluded that the text messages
were private because they, too, conveyed “content.”
Slip op. at 7018-20. Though the panel stated that it
did “not endorse a monolithic view of text message
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users’ reasonable expectation of privacy, as this is
necessarily a context-sensitive inquiry,” the panel
discussed few contextual facts other than whether
Quon “voluntarily permitted the Department to
review his text messages.” Id. at 7021.

The Fourth Amendment protects privacy in
communications to the same extent that it protects
privacy in anything else. If an individual communi-
cates in a manner that demonstrates an “individual
has shown that ‘he seeks to preserve [something] as
private,’” and society recognizes that expectation as
reasonable, then the Fourth Amendment protects the
communication’s privacy. Smith v. Maryland, 442
U.S. 735, 740 (1979). Some communications meet this
standard, while others do not. For example, although
Katz recognizes a reasonable expectation of privacy in
telephone conversations, this Court had no difficulty
finding that someone who uses an old cordless tele-
phone overheard with a radio “cannot be said to have
had an objectively reasonable expectation of privacy
in those communications” because “they were readily
susceptible to interception.” Price v. Turner, 260 F.3d
1144, 1148 (9th Cir. 2001) (Schroeder, C.J.). What
mattered in Price was not whether content was
transmitted, but how it was transmitted. See also
Johnson v. Hawe, 388 F.3d 676, 684 (9th Cir. 2004)
(finding “no reasonable expectation of privacy in
communications over police dispatch radio” because
“by virtue of their transmission” they are public).

The privacy of mail also turns on specifics. Only
what a postal customer conceals behind an envelope
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is private; anything else, such as the contents of
postcards and unsealed magazines, may be read
without a warrant. See United States v. Choate, 576
F.2d 165, 174 (9th Cir. 1978) (upholding the use of a
mail cover without a warrant); id. at 203 n.73 (Huf-
stedler, J., concurring and dissenting) (“postal inspec-
tors could photocopy messages on postcards and the
contents of any 2nd-4th class mail, permitting law
enforcement agencies to read personal communica-
tions”); 39 C.F.R. §8233.3(c)(2) (noting a mail cover
may involve copying “the image of the outside cover,
envelope, wrapper, or contents of any class of mail”
(emphasis added)). Even the privacy of a face-to-face
conversation in a private home depends on context: if
someone in the room is a government informant
wearing a microphone, the Fourth Amendment per-
mits warrantless listening. See United States v.
White, 401 U.S. 745, 749-50 (1971) (plurality opinion).

Content, then, receives no special treatment from
the Fourth Amendment. Some content (such as the
telephone conversation in Katz or a sealed letter) is
protected by the Fourth Amendment, and some
content (such as the cordless telephone conversations
in Price or sky writing) is not. As with any Fourth
Amendment question, the answer “can only be de-
cided in the concrete factual context of the individual
case.” Sibron v. New York, 392 U.S. 40, 59 (1968).
The analysis turns on all circumstances surrounding
the communication, not just whether the communi-
cation includes content. Although it is clear that all
“non-content” (such as e-mail addresses and phone
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numbers) is not private, see United States v. Forre-
ster, 512 F.3d 500, 510 (9th Cir. 2008), it would be a
logical fallacy to conclude that the obverse—all
content is private—must be true.

Here, plaintiffs communicated in a way that was
not calculated to keep their messages private. Unlike
sealed letters or spoken words, which ordinarily are
transmitted from speaker to listener without any
intermediate storage, the text messaging system the
plaintiffs used necessarily involved placing their
messages in the physical control of a third party, Arch
Wireless. See slip op. at 7002-03. Courts have held
that third-party access to information and records,
without more, disposes of an expectation of privacy.
See Smith, 442 U.S. at 743-44 (“a person has no
legitimate expectation of privacy in information he
voluntarily turns over to third parties”); United
States v. Miller, 425 U.S. 435, 443 (1976) (“[t]his
Court has held repeatedly that the Fourth Amend-
ment does not prohibit the obtaining of information
revealed to a third party and conveyed by him to
Government authorities”); United States v. Perrine,
518 F.3d 1196, 1204 (10th Cir. 2008) (“[e]very federal
court to address this issue has held that subscriber
information provided to an internet provider is not
protected by the Fourth Amendment’s privacy expec-
tation”); Commonwealth v. Cote, 556 N.E.2d 45, 49-
50 (Mass. 1990) (applying Miller to conclude that
telephone messages left with an answering service
were not protected by the Fourth Amendment).
Other than Cote, these cases did not involve the
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content of communications. However, even if third-
party access to written communications is not dispo-
sitive in itself, it is relevant to the reasonableness of
the expectation of privacy.

It is also significant that plaintiffs used a mode a
communication that automatically creates a written
record. As the District Court of Nevada wrote in
finding that there was no reasonable expectation of
privacy in text messages sent through a police de-
partment paging system, “all messages are recorded
and stored not because anyone is ‘tapping’ the system,
but simply because that's how the system works.”
Bohach v. City of Reno, 932 F.Supp. 1232, 1234 (D.
Nev. 1996). While a word spoken over the phone
leaves no lasting record (absent a wiretap), a word
written in a text message is inherently reduced to a
permanent, and hence less private, format. Cf. Katz,
389 U.S. at 353 (identifying the “listening to and
recording [of ] the petitioner’s words” as the improper
“search and seizure” (emphasis added)). Unlike
letters enclosed in envelopes, text messages have no
barrier indicating that their sender wished to keep
them private. See Bond v. United States, 529 U.S.
334, 338 (2000) (use of an “opaque bag” suggested
privacy). While an envelope objectively demonstrates
an intent to shield a letter from prying eyes, text
messages are more akin to postcards because the
provider can see their contents. See slip op. at 7002-
03.

All this is particularly relevant when the third-
party provider has a published policy about whether
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and when it will access and disclose written messag-
es. For example, Microsoft's Hotmail service warns
users that Microsoft may disclose their e-mail if
“necessary to protect the personal safety of Microsoft
employees, customers or the public.” Microsoft Online
Privacy Statement, http://xrl.us/okn8r. Google’s free
Gmail e-mail service comes with terms that the Sixth
Circuit characterized as providing “that Google is
allowed . .. [to] take a look at the content of [users’]
e-mail and ... target advertising at [users] accor-
dingly.” Warshak, 2008 WL 2698177 at *5; see also
id. at *8 (noting “tradeoff” between privacy and free
e-mail). If a provider has physical access to a stored
communication, and if its terms of service announce
that the provider may access that communication for
various purposes (especially including responding to
requests from law enforcement), those circumstances
must be considered in a Fourth Amendment analysis.
See Smith, 442 U.S. at 742-43 (citing notices in
telephone books as evidencing what “[t]elephone
users . . . typically know”).

Whether an individual has a reasonable expecta-
tion of privacy “is a context-specific inquiry,” Leonel v.
American Airlines, 400 F.3d 702, 712 (9th Cir. 2005),
and the “constitutional validity of a warrantless
search is pre-eminently the sort of question which can
only be decided in the concrete factual context of the
individual case,” Sibron, 392 U.S. at 59. That is why
the Sixth Circuit en banc recently rejected a categori-
cal claim that the Fourth Amendment protects all
e-mail. See Warshak v. United States, No. 06-4092,
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2008 WL 2698177 (6th Cir. July 11, 2008) (en banc).
The Sixth Circuit held, among other things, that
whether particular e-mail users reasonably expect
privacy is a fact-intensive inquiry unsuited to cate-
gorical holdings: it is “an inquiry that may well shift
over time, that assuredly shifts from internet-service
agreement to internet-service agreement and that
requires considerable knowledge about ever-evolving
technologies.” Id. at *4. Recognizing how fact-bound
and case-specific the question is, “courts typically
look at the ‘totality of the circumstances,” reaching
case-by-case determinations that turn on the con-
crete, not the general, and offering incremental, not
sweeping, pronouncements of law.” Id. at *6 (citations
omitted).

All this points to several fundamental errors with
the panel’s opinion.

First, the panel’'s holding purported to be broad,
applying generally to all “users,” and based on a
categorical distinction between content and non-
content, acknowledging few other contextual facts.
Warshak, however, illustrates the wisdom of a case-
specific approach that focuses on whether the indi-
viduals before the court may reasonably expect that
their communications will remain private.

Second, the panel supported its privacy holding
with cases dealing with whether the physical objects
that contained messages were private. See United
States v. Finley, 477 F.3d 250, 259 (5th Cir. 2007)
(“Finley had a right to exclude others from using the
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phone”); United States v. Heckencamp, 482 F.3d 1142,
1146-47 (9th Cir. 2007) (finding privacy “in his com-
puter and dorm room”); United States v. Ziegler, 474
F.3d 1184, 1189-90 (9th Cir. 2007) (finding privacy “in
his office”). Cases dealing with how the Fourth
Amendment applies to the privacy in a physical object
in the control of a person are inapposite because the
city did not search Quon’s pager: it obtained copies of
text messages stored in the hands of a third party
that had unfettered access to them.

Third, the panel ignored the third-party disclo-
sure doctrine. Other federal courts found that doc-
trine relevant to whether information transmitted to
a communications provider remained private. See
Smith, 442 U.S. at 743-44; Perrine, 518 F.3d at 1204
(collecting cases). Instead, the panel used the doctri-
nally incorrect formulation that “users do have a
reasonable expectation of privacy in the content of
their text messages vis-a-vis the service provider.” Slip
op. at 7020 (emphasis added). But the Fourth
Amendment bars only government conduct; one
cannot have a Fourth Amendment-recognized privacy
interest “vis-a-vis” a private entity. See United States
v. Jacobsen, 466 U.S. 109, 113-14 (1984).

As discussed below, a proper context-sensitive
inquiry would have concluded, based on the privacy
policies and statutes that applied to Jeff Quon’s
account, that there was no reasonable expectation of
privacy.
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Il. THE PLAINTIFFS COULD NOT REASON-
ABLY EXPECT THAT THEIR TEXT MES-
SAGES WERE PRIVATE BECAUSE THE
DEPARTMENT HAD A POLICY SAYING
THEY WERE NOT

The city’s policy put all employees on notice that
“[a]ccess to the Internet and the e-mail system is not
confidential,” and that “[u]sers should have no expec-
tation of privacy or confidentiality when using these
resources.” Slip op. at 7003. Policies such as these are
common. They help public and private employers
detect possible misconduct by their employees.

Yet the panel held that despite the city's clear
official policy, Quon had an expectation of privacy in
the messages he sent over the city’'s pager system.
The panel pointed to Lieutenant Duke, a man “weary
of his role as bill collector,” who bargained with staff
that he would not audit their pagers if they agreed to
pay the overage costs. Slip op. at 7005, 7023. Accord-
ing to the panel, though Lieutenant Duke “was not
the official policymaker, or even the final policymak-
er,” he was “in charge of the pagers,” so his statement
was an “informal policy” upon which Jeff Quon rea-
sonably relied. Slip op. at 7023-24.

This error raises a question of exceptional
Importance because it puts into doubt employee
agreements and privacy policies used across the
private sector and government to assist internal
investigators in identifying possible corruption,
threats to security, or abuse of government resources
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or authority. If government employers cannot rely on
these legal and appropriate rules, it could affect the
safety of workplaces and the security of government
and military computer networks.

When a written policy formally announces that
parties “should have no expectation of privacy or
confidentiality,” a party’s expectation of privacy
cannot be one that “society is prepared to consider
reasonable,” Illinois v. Caballes, 543 U.S. 405, 408
(2005). Nothing could be more unreasonable than to
expect privacy after being told there is none. It is
even tougher to conclude that plaintiffs Jeff Quon and
Steven Trujillo had a reasonable expectation of priva-
cy after they signed an acknowledgment stating,
barely two inches from the signature line, that they
had “no expectation of privacy.” SER00454-55. It is
more difficult still to find a reasonable expectation of
privacy when, as the panel assumed, a public records
law allowed anyone to demand copies of Jeff Quon’s
messages. See slip op. at 7024.

The panel recognized that the department’s
policy was significant. The panel cited cases holding
that employer policies negate any expectation of
privacy. See slip op. at 7022. In one case, this Court
found no reasonable expectation of privacy if an
employee “was on notice from his employer that
searches of the type to which he was subjected might
occur from time to time for work-related purposes.”
Schowengerdt v. Gen. Dynamics Corp., 823 F.2d 1328,
1335 (9th Cir. 1987). In general, public employees
such as Jeff Quon lack a reasonable expectation of
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privacy when their employers’ policies permit
searches and monitoring communications. See, e.g.,
United States v. Simons, 206 F.3d 392, 398-99 (4th
Cir. 2000) (CIA employee lacked expectation of priva-
cy in Internet communications in light of employer’s
policy); United States v. Broadus, 7 F.3d 460, 464 (6th
Cir. 1993). Two district courts (one cited by the panel)
have held that police officers do not have reasonable
expectations that messages they send over police
pagers will remain private. See Adams v. City of
Battle Creek, 250 F.3d 980, 986 (6th Cir. 2001) (noting
that “the district court agreed ... that plaintiff had
no right to privacy in his department-issued pager,”
but avoiding the Fourth Amendment issue); Bohach v.
City of Reno, 932 F.Supp. 1232, 1235 (D. Nev. 1996)
(*only a diminished expectation of privacy would be
reasonable” because the department “notif[ied] all
users that their messages would be ‘logged on the
network’”).

The panel concluded that the department’s policy
was immaterial; it was “not the ‘operational reality’ at
the Department” because Lieutenant Duke had
chosen not to audit Quon’s account before. Slip op. at
7023. Similarly, the public records law was immateri-
al because public records requests were not “wide-
spread or frequent.” Id. at 7024. Under this
reasoning, Fourth Amendment protection depends
not on the announced lack of privacy in the messages,
but on whether the department (or the public) chose
In the past to take advantage of that lack of privacy.
Essentially, the panel punished the city not so much
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because it read Jeff Quon’s messages once, but be-
cause the city had not read those messages more often
in the past.

The Supreme Court rejected just such an argu-
ment in Smith v. Maryland, 442 U.S. 735 (1979).
There, the defendant argued that even though the
phone company had the ability to record the phone
number he dialed for local calls, “telephone compa-
nies, in view of their present billing practices, usually
do not record local calls.” Id. at 745. The Court re-
jected that argument, holding that “[t]he fortuity of
whether or not the phone company in fact elects” to
record a number dialed “does not in our view, make
any constitutional difference.” Id. What did make a
difference was that “[r]egardless of the phone compa-
ny's election, petitioner voluntarily conveyed to it
information that it had facilities for recording and
that it was free to record.” Id. The panel’s opinion
poses the same problems as the argument the Su-
preme Court rejected: by basing its decision on the
choice not to read Quon’s messages rather than on the
acknowledged ability to do so, the panel tied Fourth
Amendment protection not to the reasonableness of
privacy expectations but to the fortuity of organiza-
tions’ operational practices.

Tying Fourth Amendment protection to those
operational practices could make complying with the
Fourth Amendment especially difficult for criminal
investigators. Because investigators often will not
know beforehand all the relevant “operational reali-
ties,” they may be unable to assess reliably whether
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their behavior comports with the Fourth Amendment.
For example, investigators might rely on a privacy
policy in requesting an audit, only to learn later that
a help-desk staffer had nullified that policy orally.
The panel's statements thus potentially create an
extraordinary and unworkable rule. In every other
application, whether an investigator complies with
the Fourth Amendment depends on what the investi-
gator reasonably knew: “what is generally demanded
of the many factual determinations that must regu-
larly be made by agents of the government . . . is not
that they always be correct, but that they always be
reasonable.” United States v. Hawkins, 249 F.3d 867,
875 (9th Cir. 2001), quoting Illinois v. Rodriguez, 497
U.S. 177, 185-86 (1990).

The panel also suggested that the authoritative
operational policy was not the one issued by the
department and acknowledged by plaintiffs, but the
“informal” policy gleaned from Lieutenant Duke’s
words and inaction. Thus, if the panel’s opinion were
to stand, the ability of the leaders of an agency to set
binding privacy policies could be substantially im-
paired. Even if they unambiguously announce that
there is no expectation of privacy, their Lieutenant
Dukes can contradict them and potentially create
expectations of privacy. This cannot be what the
Fourth Amendment requires; an employee’s reliance
on a promise made by a non-policy-making official in
the face of a clearly stated and acknowleged [sic]
privacy policy is not reasonable.
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I1l. THERE IS NO REASONABLE EXPECTA-
TION OF PRIVACY IN TEXT MESSAGES
ALREADY SENT AND RECEIVED

The city audited only Jeff Quon’s account. The
other three plaintiffs base their Fourth Amendment
claims solely on the theory that they had a reasonable
expectation of privacy in the messages they sent to
Quon’s account. In reversing summary judgment on
those claims, the panel ignored a substantial body of
law rejecting the argument that senders of communi-
cations retain privacy in those communications after
sending them. This error raises a question of excep-
tional importance because it casts confusion over law
enforcement’s ability to obtain stored communica-
tions.

In United States v. Meriwether, 917 F.2d 955 (6th
Cir. 1990), the Sixth Circuit held that a defendant
had no reasonable expectation that a numeric page he
sent to someone else’s pager would remain private.
The defendant sought to exclude a message he had
sent to another pager, not knowing that police had
that pager in their possession. The court noted that
“[a] party sending a message to a pager has expressed
his subjective desire to preserve his privacy even less
than in the telephone situation,” because “he runs the
risk that the message will be received by whomever is
in possession of the pager.” Id. at 959. The expecta-
tion of privacy is invalid because “one who sends a
message to a pager has no external indicia that the
message actually is received by the intended reci-
pient”’; thus, “he runs the risk that either the owner
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or someone in possession of the pager will disclose the
contents of his message.” Id.

Meriwether is one in a long line of cases estab-
lishing that senders of communications lose their
privacy rights in those communications after trans-
mission. Although the Fourth Amendment protects
sealed letters in transit, “if a letter is sent to another,
the sender’s expectation of privacy ordinarily termi-
nates upon delivery.” United States v. King, 55 F.3d
1193, 1195-96 (6th Cir. 1995) (citations omitted). The
same rule applies to electronic mail: e-mail users lack
“a legitimate expectation of privacy in an e-mail that
had already reached its recipient.” Guest v. Leis, 255
F.3d 325, 333 (6th Cir. 2001). See also SEC v. Jerry T.
O’'Brien, Inc., 467 U.S. 735, 743 (1984) (“when a
person communicates information to a third party
even on the understanding that the communication
iIs confidential, he cannot object if the third party
conveys that information or records thereof to law
enforcement authorities.”); United States v. Hecken-
camp, 482 F.3d 1142, 1146 (9th Cir. 2007) (an “expec-
tation of privacy may be diminished” for
“transmissions over the Internet or e-mail that have
already arrived at the recipient”); United States v.
Kenny, 645 F.2d 1323, 1338-39 (9th Cir. 1981) (reject-
ing defendant’s argument that a phone call recording
made by the person he was speaking to violated the
Fourth Amendment).

Jeff Quon’s co-plaintiffs have a particularly weak
argument that their messages remained private,
because they knowingly sent their messages to a
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police department account. Not only do senders lack
knowledge of what privacy policy applies to a reci-
pient, but few actions demonstrate an expectation of
privacy less than the transmission of information to
the work account of a public employee charged with
enforcing the law.

The panel conceded that Jeff Quon’s correspon-
dents would “have no claims” if Quon “voluntarily
permitted the Department to review his text messag-
es.” Slip op. at 7021. However, the panel held they
nonetheless “had a reasonable expectation that the
Department would not review their messages absent
consent from either a sender or recipient of the text
messages.” Id.

Under the panel’s reasoning, the Fourth Amend-
ment protects senders of text messages more than
senders of letters. Rather than analyze whether
expectations of privacy were reasonable, the panel
analyzed whether predictions of loyalty were correct.
According to the panel, Quon’s co-plaintiffs’ expecta-
tions of privacy would be reasonable if Quon kept
their messages private, but unreasonable if Quon
were to forward a message accidentally, forget his
pager on a park bench, or guiltily turn it over to
authorities. This is error. Whether an expectation is
reasonable turns not on chance but on whether the
expectation is one that “society is prepared to consid-
er reasonable.” Caballes, 543 U.S. at 408. Regardless
of whether Quon did these things, the fact remains
that he could have, and the panel should have joined
the courts cited above in concluding that senders
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retain no objectively reasonable expectation of priva-
cy once the message is received.

CONCLUSION

The municipal defendants’ petition for rehearing
should be granted, the panel’s opinion should be
vacated, and the summary judgment for the munici-
pal defendants should be affirmed.
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